My name is Dan Childs
| live in Lee Township of Midland County

As a proponent of choice and consent, | am asking for you to support the passage of
HB 4220.

| have concerns regarding smart meter deployment, both electric and gas, based on
some Consumers Energy FAQs, emails, and first-level support. | wish to retain our
traditional, non-communicating, non-digital analog meter beyond the completion of the
primary deployment of smart meters, as well as, the follow-up deployment of non-
communicating digital meters to replace all remaining analog meters. When interacting
with a state-sanctioned monopoly, such as Consumers Energy, the citizens of Michigan,
such as customers of Consumers Energy, should be able to enter into a contract
through an explicit consent based on a review of informed choices, which needs to
include electric and gas analog meters.

In Sept. 19, 2016, we notified Consumers Energy to document our choice of retaining
our analog meter. Sept 22, 2016, we were notified that we were now enrolled in the
“non-communicating meter program”. The follow-up response stated “if you opt-out of
the smart meter program and currently have a[n] analog meter, this will be replaced with
a digital meter down the road (this could be 3-5 years from now).”

Are we to “hope” this secondary deployment will only be a non-communicating digital
meter, which will be visually read, so as to gather only 1 monthly meter reading and not
upgraded to the monthly storage of 720 hourly meter readings similar to a two-way
communicating smart meter, which is considered a privacy concern?

Are we to “hope” this secondary deployment will only be a non-communicating digital

meter, which is still reported to produce dirty electricity, which is considered a health
concern?
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Consumers Energy mentions retrieving data once a day, but downplays that 24 hourly
total-home meter readings are being collected for that early morning retrieval.

Consumers Energy mentions the smart meter's 825 mega-Hertz transmitter delivering
the retrieved data, but fails to mention the second installed transmitter, 2.4 giga-Hertz,
which is capable for sending data and commands to smart appliances.

Consumers Eneray states “fotal energy consumption does not allow for determining
energy usage of individual smart appliance”. However, according to Green Tech Media,
existing energy dis-aggregation software can tease out individual appliance energy
usage from whole-home energy data.

For customers who retain their analog meter, Consumers Energy will permit them to
submit a monthly meter reading, but will still charge them the $9 monthly penalty.

Consumers Energy tells of depleting their inventory of analog meters. If a customer is
able to locate a company producing analog meters and have a third party install the
analog meter, Consumers Energy will not provide service through such non-sanctioned
meters.

Consumers Energy states “smart energy puts the power in the customer’s hands”.
e By “increased meter read accuracy”, but does not mention, that due to such
accuracy, monthly smart meter bills could increase significantly.

s By having “detailed energy use information” available, but does not emphasize
the 4 seasonal blocks and 6 daily blocks determining on/off peak pricing
increases for such Time-Of-Use (TOU) billings.

o By “knowing outages faster so as to respond quicker”, but does not emphasize
Demand Response (DR) capabilities to shut-off power: temporarily for company-
initiated rolling brown-cuts or permanently as needed.

Consumers Energy states ‘frequency emissions ... well below [FCC] guidelines™: safe to
ALL beyond 8 inches of the meter. However, one should review the thousands of

studies complied in the Bio-Initiative 2012 suggesting a precautionary distance of 599
feet.

In conclusion, |, a customer of Consumers Energy, a state-sanctioned monopoly, see
the smart meter deployment having ...very low benefits ...and very high costs.
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Notes to Myself -- OPTIONS

Option ONE: Call Consumers Energy Customer Service (1-888-862-2199) noting the date, the
time, the first name of the representative and requesting snail-mail confirmation of your refusal of
the installation of the smart meter.

Option TWO: Log onto the CEC web site
https:/icustomer.consumersenergy.com/app/ask/session/L3IRpbWUvMTQ3NTc5MzkzNCS
zaWQvNS16NGxzKm0%3D , which requires you to provide your email address.

Notes to Myself -- BACKGROUND

According to Dennis McKee, Consumers Energy Communications Director, at the June 2016
Midland County Board of Commissioners, Consumers Energy (CEC) would begin deploying
smart meters in portions of Ingersoll Township, Midland Township, and the city of Midland
throughout the Fall of 20186.

A few weeks after receiving our notice from CEC, | called CEC Customer Service (e.g. Option
ONE) on Sept 19t , that even though CEC will not be deploying smart meters in our
neighborhood until sometime in 2017, | wanted to go on record that we are declining the smart
meter and wishing to retain our ANALOG meter. | was informed that because | was not buying
something, | was not provided an incident number.

ik drddek el

After the initial contact with CEC (e.g. Option ONE) and receiving and reviewing the follow-up
snail-mail confirmation, | completed CEC form (e.g. Option TWO) for requesting confirmation of
the retention of our analog meter. Note: completing the CEC form, | was provided with an
incident number.



TAKING STEPS TO DELIVER ON OUR

PROMISE OF A SMARTER ENERGY FUTURE. Guasimery Enorsy Jhcom! (s ne st
Over the next year, we are installing upgratad meters to improve our A DA 4
customer service and provide new 1ools to.help you make FERMIT HO. 248

better-Informed enargy choicas.
WHEN WILL MY UPGRADE HAPPEN?

To make it easier on you, if weare out
performingiservice at'yourlocation, welll skip:the

extra trip and upgrade your meter

—— e d

If we aren’t out performing other,work, as
your.planned instailation gets closer, we'll

notify you in the mall and talk through the
benefits ard what.to expect on the day of
your installation

Customer Name and Address

HAVE QUESTIONS? ERE
WANT TO LEARN MORE? ﬁ}'ﬁ":ﬂ:
Visit ConsurnersEnergy.com/smartenergy: & ?'%
v

Or call 1-888-862-2199
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Customer Name and Address

Account # 1 |
Service Address: | |

Deal ]

You are receiving this letter becausefp;ur fecbrd-s in-dic-ate-you have declined installation pfa

new advanced meter. Consumers Energy offers its customers the choice of not having an
advanced meter installed on their home and continuing to have the meter read manually.

Non-communicating Meter program. Additional costs for each electric meter associated
with your account will be charged in accordance with a rate order recently approved by the
Michigan Public Service Commission.

Up Front Charge:  $69.39: one-time charge if notice is given prior to meter install, or
$123.91: one-time charge if notice is given after the meter Is installed

Monthly Charge: 59.72: per month for ongoing services

We are encouraging customers to choose the advanced meters because of the improved
customer service and greater reliability they provide.

We are installing meters throughout the state through 2017. Should you change your
decision and elect to receive an advanced meter, please call our dedicated smart energy
customer care team at (888) 862-2199. Should you elect to remain on the

" Non-communicating Meter program, gharges will be applied to your bill when we reach

your area, You will receive additional communication from us when we begin installing the
new advanced meter.

We look forward to hearing from you and appreciate the opportunity to serve you.
Sincerely,
Consumers Energy Smart Energy® Program

Tel: 1-888-862-2199
ConsumersEnergy.com/smartenergy

|
1
[
[
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I
|
|
|
t
L
t
t
i
I
I
I
I
i
)
|
|
| If you choose to not have a new meter installed, you will be enrolled in the
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
l
|
|
|
|
|
I
|
|
|
|
|
[
|
|
|
|
|
|
|
|
|
|
|
|
|
|
: CFO0241

e e e e e e e e AR G G . ERE SRS ik e — S ————— —— — — —— — ——————————— —— ————————————————



I

Subject: request CEC confirmation
{ am requesting confirmation of my 9/19/2016 phone request to retain my ANALOG meler

On 9/19/2016 | contacted Consumers Energy (CEC) customer service first level support, representative [:]
expressing my desire to retain my traditional ANALOG electric meter. 1 was made aware that, some time after the

completion of the deployment of the smart meters, there is to be a follow-up project for replacing remaining analog meters
with non-communicating digital meter.

On 912212016 | received a letter nolifying me that | declined installation of a new advanced meter. | am confused by the
term "non-communicating meter”, which appears to have some ambiguity. A couple of years ago, CEC rep indicated that
there were to be 4 types of meters: a standard digital meter (e.g9. smart meter) with a transmitting LAN transmitter and a
HAN transmitter; a non-standard digital meter (e.g. smart meter lite) with a non-transmitting LAN transmitter and a HAN

transmitter; a non-communicating digital meter (e.g. AMR meter requiring a quasi-manual read, and a non-communicating
ANALOG meter requiring an actual manual read.

Corsumers Encrgy
Coun onLis

Contact Un Frequantly Asked Questiany

Submit a queslion to our support learn.
9ase DO HOT include parsaaal |0 numbety such a1, Soudal Secorsy drver 4 Ueanss of credh card numban bn yaur emsil.
= Roquired ¥Fiekt

Emall Agdress

Bubject

of ansleg metet
Ouestion
| &m rpuridng conlimation of my W% 1018 phone teguatl 10 mtaln my ANALOG mater.

OaN182014 1 soad Consumers Bnpmy {2EC] cutomet s4tvice Brat level sUPPOTT,
raprazarcative Tprensing my disite 19 reLAH my tredmionsl ANALOGD slsewie matar, |
vourl s awalT Fnal, soma iime sar the completion of the deployment of the amirt meters, W
Ihers I3 to be 2 Tollow-up projact for teplacing remaming analog Meert wth M

Product

St Lre gy #
Harr
Phone Humber

Azsount Humber

sl Addesis

Cossuriers Enengy
Countonlls

Contact Us Frequently Asked Cuestians Sent U3 an a-mad )|

Your Question has been Submitted

Thanks for submitting your question, Use this reference number for follow up. I:l

A membzi of cun suppert team vall gel back to you soen
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From: customer@consumersenergy.com

Sent: Friday, September 23, 2016 8:15 AM

To: [ |

Subject: requesting confirmation - refention of analog meter (Incident: [ |

Consumers Ensrgy |
CountonUs
Recently you requested personal assistance from our on-line support center. Below is our response.

We will assume your issue has been resolved if we do not hear from you within 72 hours.

Hello,

Thank you for your ¢-mail regarding our meters.
We currently have three kinds of meters:
Anatog mcters: which have dials on them
Digital Meters: which have a digital display

both of these meters arec non communicating

and the third meter is
Smart meters: which communicate one time a night to us

1 you opl out of the smar{ meter program and currently have a analog meler, this will be replaced with a du,!tdl I
._meter down the road (thls could be 3-5 years from now)

Please notify us if we can be of further assistance. Thank you for contacting Consumers Energy.

Sincerely,

Customer Service
Consumers Energy







.Il(evin Gawronski

From: John K. <alpenaunclejohn@yahoo.com>

Sent: Tuesday, February 28, 2017 9:33 AM

To: Kevin Gawronski

Cc: Rep. Lee Chatfield (District 107); senwschmidt@senate.mi.gov
Subject: Comments on Meter Choice Bill, H.B. 4220 (Re sent w/ Address

Please find my comments to H.B. 4220. I forgot to include my address so I am re
sendindg. Thank You.

Tuesday,
March 7, 2017

Members of this Committee,

“Take our new meter or we will cut your power.” With a smirk on his face, Dennis
McKee, of Consumers Energy, ordered the power cut to my disabled friend for refusing a
digital meter 18 months ago. He boasted the power was cut by HIS authority alone!
Consumers Energy is resorting to Gestapo like tactics. The utilities would like you to
believe digital meters are not harmful to your health. Don’t listen to the man behind the
curtain! Dr. David Carpenter, a world recognized expert, gave sworn testimony to our
Public Service Commission as to the harmful health effects of smart meters. The Public
Service Commission ignored his testimony and approved the smart meters. Let’s see, a
world expert — the Public Service Commission. I'm going to side with the world expert.
Please don't get fooled by the utilities. They like to cite an outdated theory based on that
radiation has to be strong enough to warm the skin to do health damage, the Specific
Absorption Rate. Thousands of peer reviewed independent scientific studies have
proved this to be false. Health damage occurs well below levels that warm the skin. I
want to have the choice to decide, after looking at the science, whether I want to gamble
with my health using dangerous, non-certified technology. Whether it’s health, privacy,
fires, or the ability to be hacked, it should be OUR choice whether to accept this
technology or not, and NOT the utilities choice by forcing it upon us. I urge you to come
down on the side of science in making your decision. 93% of studies concludes wireless
radiation at exposure levels far lower than the FCC guidelines causes DNA damage,
leading to cancer, neurological diseases, and other serious diseases and impairments.*
Consumers Energy likes to proclaim that they have a 90 something per cent acceptance
rate for smart meters. The main reason for that, in my opinion, is that media have been
reluctant to cover this issue. Walk up to 10 different people and ask them what they
know about smart meters. You will find that 1 or maybe 2 will know something about it.
I contacted WCMU Public Radio, TV 9&10, TV 7&4, and many national media outlets to
do a story on the smart meter controversy. Reporters at each one of them were
enthused about the idea. When they sought upper management approval, they were
denied. My point is if the public were educated about smart meters, many more would
decide to keep their analog meters and the utilities know that. I am asking you to please
represent the people who elected you and not allow Consumers Energy to force
dangerous, unproven technology on us.

In conclusion, I am asking each member of this Committee to watch a 30 minute You
Tube video called, The Dark Side of Smart Meters, by a highly qualified engineer. I'm
sure the utilities would prefer that you don’t watch this presentation. If after watching,
and you're still comfortable having scientifically unproven technology on your home —
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that's YOUR right. We believe it is just as much OUR right, for whatever reason, NOT to
have one of these devices on our home and NOT to be charged for that right other than a
meter reading fee, although I AM capable of reading my own meter. Thank you for your
time.

John Kurczewski

5323 S. Straits Hwy. Apt 20, Indian River, Mi., 49749 (231) 303- 3559

"First they ignore you, then they laugh at you, then they fight you, then you win."
Mahatma Gandhi

“Our lives begin to end the day we become silent about things that matter."”
Dr.Martin Luther King Jr.



Kevin Gawronski
[

From: stef carr <carrstefanim@gmail.com>
Sent: Tuesday, February 28, 2017 11:06 AM
To: Kevin Gawronski

Cc: Rep. David Maturen (District 63)
Subject: Analog Meter Choice House Bill 4220

Hello my name is Stefanie Carr, a Marshall MI resident. | feel it is imperative that you
understand the importance and need for House Bill 4220 to be passed in order to allow Michigan
residents the choice for an analog meter rather than a digital or smart meter.

I would like to begin by giving you a some background information. As someone who has had
cancer in the past, as well, family and friends from all walks a life who have died of cancer, and
most importantly, being a concerned mother of three children, I immersed my self in researching
information related to various carcinogens. Through my research, my family and I decided it best
to change many aspects of our lives, including eating more nutritiously, but also, my research led
me to a new understanding of the human body. I have always enjoyed chemistry, so researching
the human body came naturally, but what I came to realize about electrical magnetic frequencies
was particularly troubling.

I would like you to understand the real dangers involved with the digital and smart meter.
Multiple studies on wireless technology and its pulsed electrical magnetic radiation have taken
place, among them, the Naval Medical Research Center has done over 2000 studies which
findings conclude that EMF's affect the human body in devastating ways. For instance studies
showed that people experienced lack of concentration, memory loss, impotence, altered fetal
development, decreased lactation, physiological changes, muscle spasms, permanent DNA
damage, and suppression of the immune system name a few.

Many countries, such as Canada, Britain, Germany, and Sweden, but also the United States are
looking into the very topic of health concerns due to EMF's, as the world becomes increasingly
wireless everyday. There is so much more that needs to be understood about the technology
before we move forward, especially as to how it affects life on this planet. I choose not to allow
any of my children to operate cell phones, unless absolutely necessary, because of health
concerns and [ feel that to protect my children, I should have the right to not have a digital or
smart meter that is constantly pulsing EMF radiation into my home. In fact, the WHO has urged
limits on mobile phones which operate on the same frequency as smart and digital meters.
Interestingly, cell phones have been labeled by WHO as a Class B Carcinogen.

Other concerns of the installation of the digital and smart meters include the collection of
personal data of private activities, as this is a violation of law. The fact is that the smart grid is
vulnerable to hacking and information and data collection, for instance, knowing if only one
person is home, or possibly that no one is home is troubling to say the least. As well, there is a
great concern of fire, as power surges have occurred that include fires in residents homes. This
has been noted in Michigan, Canada, and beyond. I personally also have concern of the
frequencies of the smart and digital meters affecting my grandfather, who has a pacemaker, and |
would like the peace of mind knowing that my family and friends can feel safe and secure in my
home.

Overall, there is no proven benefit to utility customers, instead, there are many concerns and
caution that is necessary to protect the residents of Michigan. The top priority should be to
protect us citizens and not the power companies profits. It is known that EMF's do pass the blood
brain barrier and do disrupt hydrogen bonds in our body, as these bond are week, as well, our
bodies are major conductors of electricity, and this is what many do not understand. In fact,
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many people 1 have talked to do not understand how a smart or digital meter operates or the
safety and privacy concerns involved.

I encourage you to research more on this topic, but also, 1 hope that you can help to get House
Bill 4220 passed in order to protect the rights and safety of our citizens. If not passed, the smart
and digital meters will have a devastating impact on Michiganders, which may not be realized, as
many do not know or understand EMF's, as they can not be seen, and so, many do not realize
they even exist. Most importantly, Michiganders are protected under the 4th amendment of our
constitution to feel secure in our homes, and such rights should be upheld.

Thank you very much for you time in reading this and please consider for the people of this state
to have the choice in having a regular analog meter. Please do Support House Bill 4220 and
represent the people of Michigan. My family and I appreciate any help you can provide on the
matter.



Kevin Gawronski

From: connie finley <conniefinley2676@yahoo.com>
Sent: Monday, February 27, 2017 4:30 PM

To: Kevin Gawronski

Subject: i want my analog meter back.

i would like the choice of having an analog meter back on my home because of health
and privacy concerns,

After returning home from surgery ,tuesday ,october 25 2016 about 1:30 pm ,my
husband was approached by three dte workers who were coming to shut-off power
.they handed him a letter that read,"your service has been interrupted for safety
purposes,(citing rule 460.136) .please remove the locking device and call us to arrange
to have the ,"new advanced meter installed", for power restore.”

those words show it is quite obvious it had NOTHING to do with safety ,it was all about
me wanting to keep my analog meter because of health concerns.our meter was
working perfectly fine and measuring our usage every month just like it has always did,,
and not to mention there are still meter readers sent out in our area but i would be more
than willing to send in my readings every month

so my husband told the workers that i had just returned home from surgery and was
sleeping and he would go and get me,by the time i wrapped a blanket around me to
come to the door there was a woman employee out there and the 3 men were at the
pole with a power line cutter and had already cut a wire.i asked them to not cut the wire
and the woman said ,,CUT IT !l,even though we also stated again, that i had just gotten
out of the hospital an hour ago and just had surgery.these employees were very
heartless and uncaring of the situation except for one of the workers that seemed to
care but could'nt do anything about it.

i told them that they knew as well as i did that they could have that cut thin piece of
metal holding the lock at anytime just as they have at other homes ,but were harassing
me as a customer to make a POINT or statement to others. cutting the wires would
make it more difficult for the power to be restored which proved true.

i called the 1-800- 441-6698 which was on the letter and the rep told me that it had
already been scheduled to be turned back on.i said who scheduled it,,she would not
give me any info except it was going to be turned back on.i told her i had just gotten
home from surgery also.

i called the 1800-477-4747 later that evening to check on power and the rep said that
(no) it was not scheduled and they would not turn power on until the lock was off and
they would come out the next day to check.i also told that rep that i had just had surgery
and also i did not want the opt-out meter and i never agreed to it ,,but if they were going
to FORCE me with no power, then put the smart-meter on because it is basically the
same to me and i need my power restored.

(Wednesday) ,without my knowledge they installed an opt-out meter on my house. we
are on a fixed income,disability, and cannot afford the additional one-time fee and the
monthly fee.i called a few times that day ,and also asking to talk to supervisors and
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each time they assured me it would be turned back on as soon as possible and they
would expedite it and that they worked up till 11;30 P.M. especially when i told them i
had just had surgery.,power was not restored that evening.

(thursday),i called at 11:15 am after waiting on line for 20 min the rep told me they cant
come out because of the rain and they would come out when it stopped ,,i told her it
was'nt raining here in romulus. at 4:00 pm i called again and the rep told me they after
putting me on hold for 15min, that they would be out to restore and if they dont come
call back at 8:00 pm.

i called at 7:40 pm and asked for the supervisor and she put me on hold and came back
and said she called dispatch and they told her i was misinformed and the previous rep
never called dispatch ,,so they wouldnt be here till friday,,i said what time several
times,she finally said ,morning.

(friday) 12:15 pm i called and talked to supervisor,,got her name and id# , mindy e62288
and she said she would call dispatch again and talked to a supervisor there and told her
of my health situation,she said they would expedite it,,which she was very nice and
apologized to me.

so finally around 3:00 pm after 3 days in a cold house with no landline, and a
refrigerator and freezer of thawed out food our power was restored,,so who created the
real SAFETY ISSUE, i say DTE did,,(rule # 911)

i truly feel i was harassed,, mislead and out right lied to by many employees of D.T.E
and treated worse than someone who doesnt pay their bills..

i have not been able to rest and recover because of all this stress and my blood
pressure has been very high with bad headaches,,

i have always paid our bill on time or early and have done so for the last 41 yrs of our
marriage.

i have known people who were shut-off for non-payment and have had their power
restored faster than we did.

and their power lines were NOT cut in the process.

i am also very concerned about the the charges that they will put on my next bill and
also had to spend money on purchasing more minute for my cell-phone because i didnt
have my land-line due to no power.

DTE is the most unreasonable company that i have ever dealt with in all my yrs and im
convinced it is because we have no choice if we want power, because there isnt an
option for us!

what harm would it have done if they allowed their concerned customers to keep their
perfectly working analog meters and send in the readings like i have done in years past
when they would send out a card to us?77?

sincerely,,constance finley
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This illustration details personal usage of electrical appliances in one home constructed from the
analysis of electrical consumption data collected over a 24-hour period,

In their zeal to collect their $83,828,878 part of the $3,425,718,323 from the Federal Recovery Act: Smart Grid
Investment Grants, DTE has inflicted an unprecedented level of intrusion, command and control over their
customers and their use of electricity, which enables utilities, government and any hacker who takes an interest,
surveillance and control of personal behavior at unprecedented levels. DTE has abused “customers” and invaded
and destroyed property. DTE has run roughshod over customers’ legitimate concerns regarding privacy, property
destruction and abuse.

The DTE “*SmartCurrents” program includes three projects: deploy a large-scale network of 660,000 surveillance
devices (aka “smart meters”), implement dynamic pricing to 5,000 customers and smart appliances to 300
customers. The surveillance capabilities of these so-called “smart meters” is clearly documented in the February 3,
2012 *Smart Meter Data: Privacy and Cybersecurity” report published by the Congressional Research Service.

These surveillance devices continuously measure and record your use of electricity. When picked up by DTE, this
information can then be automatically analyzed by complex computer programs to extract what household
activities are being performed and when they occur.

For example, shown above is an illustration of the detailed personal usage of electrical appliances in one home
constructed from the analysis of electrical consumption data collected over a 24 hour period.

As you can see, these surveillance devices can be used to determine when your refrigerator cycles, when you
wash your clothes, when you cook your food - anything in your home that is done using electricity can be
menitored. The result: highly detailed information about your personal activities carried on within the four walls
of the home is captured by DTE - the fundamental definition of surveillance.

In addition, activities that might be revealed through analysis of home appliance use data include personal sleep and
work habits, cooking and eating schedules, the presence of certain medical equipment and other specialized devices,
presence or absence of persons in the home, and activities that might seem to signal illegal, or simply unorthodox,



behavior. As a result, information collected by the Smart Grid becomes highly valuable for many purposes other
than energy efficiency, most prominently: commercial exploitation by advertisers and marketers, household
surveillance by law enforcement, and access by criminals attempting to break into homes or commit identity theft
(reference both “Joint Comments Of The Center For Democracy & Technology And The Electronic Frontier
Foundation On Proposed Policies And Findings Pertaining To The Smart Grid” and “New "“Smart Meters" for
Energy Use Put Privacy at Risk - The Electronic Frontier Foundation™)

DTE has also seemed to “forget” about one “minor item” — every surveillance device installation is a violation
of Michigan Penal Code, Act 328 of 1931, MCL 750.539d which makes it a felony to install a device for the
purpose of observing, recording, transmitting, photographing or eavesdropping in a “Private Place™.

The MCL 750.539d Sec. 339d. specifically states (in part):
{1) A person shall not do either of the following:

(a) Install, place, or use in any private place, without the consent of the person or persons entitled to
privacy in that place, any device for observing, recording, transmitting, photographing, or cavesdropping
upon the sounds or events in that place.

) Distribute, disseminate, or transmit for access by any other person a recording, photograph, or
visual image the person knows or has reason to know was obtained in violation of this section.

(3) A person who violates or attempts to violate this section is guilty of a crime as follows:

For a violation or attempted violation: the person is guilty of a felony punishable by imprisonment for not
more than 2 years or a fine of not more than $2.000.00, or both. If the person was previously convicted of
violating or attempting to violate this section (and/or subsection (1)(b). the person is guilty of a felony
punishable by imprisonment for not more than 5 years or a fine of not more than $5,000.00, or both.

The Attorney General must respond to complaints filed against DTE’s clear violation of 750.539d Sec, 539d. The
functionaries of government should be held accountable for their failure to enforce the law. DTE should be forced
lo stop its criminal activity, remove existing surveillance devices and be criminally charged with multiple counts
of violation of MCL 750.53%d Sec. 539d.

If you value your Liberty and independence from government control of the minutia of your lives, you should
immediately contact your legistative representatives, the Attorney General, the MPSC and the governor and
demand this felonious activity be halted, reversed, and prosecuted — immediately.

Dr. James Kress is a resident of Salem Township (Washtenaw County) and is a member of the Institute of
Electrical and Electronic Engineers, The American Institute of Physics, The American Chemical Society, The
Ametican Association for Cancer Research, and the American Society of Clinical Oncologists. He has a PhD in
Physical Chemistry from The University of Notre Dame with over 30 years of experience in Research,
Development, Production and Management in Chemical Engineering, Physics, Electronic Device design and
production, Systems Engineering, Information Technology and BioTechnology development and application.

Dr. Kress is currently President of The KressWorks Foundation, a Michigan Non-profit. 501c3 organization
dedicated to providing Systems Engineering Solutions to diseases such as Cancer.

Attachments:
Smart Meter Data: Privacy and Cybersecurity — Congressional Research Service
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Summary

Fucled by stimulas funding i the Amencan Recovery and Remvestment Act of 2009 (ARRA),
electne ublimes have accelerated their deployment of smart incters 10 mllions of hownes across
the United States wath help from the Depantiment of Enengy’s Smart Gad Investmem Grant
program. As the meters multply, so do issues conceming the privacy and sccurity of the data
callceted by e new technology. This Advanced Metenng Infrastructure { AMI) prosmses to
wncrease encry efficiency, belster electnc power pnd reliability, and facilitate demand response,
among other benefits. However, to fulfill these ends, sman meters must recond near-real 1une daa
on consumer electricny usage amd iransmst the data wo utiliies over great distances via
communicalions networks that serve the sinart grad. Detailed electricity usage daw offers a
window into the lives of people inside of a home by revealing what individual appliznces they are
using, and the transmission of 1he data potentially subjects this infonmation to interception or heft
by unamhonized thitd pames or hackers.

LLinforeseen conscquences under foderal Jaw may result from the installation of smart meters and
the commumcations technologies that accompany them. This report exarmunes federal privacy and
cybersecurity laws thal inay apply |0 consumer F,-:. collected by residential sinart meters, It
begins with an of the ¢ al provisions in the Fourth Amendiment that say
apply to the daia. As we progress imo the u_.. cenfary, access to personal data, including
mformation penerated from smart incters, 15 a new frontier for police invesug, The Fourth
Amecndment generally requires police 10 have probable cause to search an aren in which a person
has a reasonable expectanon of prvacy. However, couns have used the third-panty docirine 1o
demy protection to information a customer ives 1o o bisiness as part of their conmencial
relationship. This nale is used by police 1o access bank records, telephone records, and radivonal
utikity records. Neverniheless, there are several core differences between smart inciers and the
zeneral third-party enses thal may canse about its appli These include concems
expressed by the counts and Congress about the ability of technology to potentially erode
individuals’ privacy

IT smart meter data and tr ns fall de of the of the Feurth Amendment,
they may still be protected from unauthonzed disclosure or access under the Stored
Communicabions Act (SCA), the Computer Fraud and Abuse Act (CFAA). and the Electronic
Communications Privacy Act {ECPA). These siatutes, however, would appear to penmt law
enforcement to access smart meler data for investigative purposes under procedures provided in
the SCA, ECPA, and the Foretgn Intelligence Surveillance Act (FISA), subject Lo certan
conditions. Additionally, an eleciric unliny's pnvacy and secunty practices with regard 1o
consumer data imay be subject to Section 5 of the Federal Trade Comumission Act (FTC Act) The
Federal Trade Commussion (FTC) has recently focused its consumer prolection enforcement on
entities that violate their pnivacy _.a_.n_ﬂ or fal 10 profect data from unauthonzed access. Tiis
authonity could apply to el LY of sinart imeter data, provided that the FTC
has statutory jurisdichion over them. Gieneral federal prvacy safepuards provided under the
Federal Privacy Act of 1994 (FPA) protecs simart meter daia niaintasned by federal apencies,
including data held by federfly owned electmic mtilities,

A companmon repost from CRS Tocustng on policy issues associated with smart pnd eybersecunty,
CRS Report R4I886, The Smart Grid and Cybersecurity - Regulatory Policy and Issues, by
Richard J. Campbell, ss also available
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Overview

Smart nicter 1echnology t5 a key component of the Advanced Metering Infrastructure (AN that
will help the smart gnd® link the “two-way fiow of electnicaty with the two-way flow of
informanon =" Privacy and secunity concerns surrounding smant meter technology arise from the
meters” essenhial funclions, which include {1) recording near-teal ume data on consumer
clectnenty usage: {2) transmitting this data wo the smart gnd usmg: a vasiety of connnunications
technologies.” and (3) receiving commumications from the smart gnd. such as real-ine energy

prices or reynote commands that can alter a consumer s el y usage 1o factl ! |
response.*

Beneficaat uses of AMI are develeping rapadly, and like 1he easly Imemet, many applications
remain unforescen.” At a basic kevel, sman meters will permit urilines to “collect, measure, and
analyze enenyy consumption data for prid management, outage notification, and billing
purposcs.”’ The mcters may increase energy efficioncy by gving conswmers greater control over
therr use of electriciry.® as well a3 penmitting beter mtegration of plug-in electric vehicles and
rencwable enierpy sowrces.” They may alse aid in the development of 2 more reliable eleemicity
znd thal 13 better equipped to withstand cyber atacks and natural disasters, and help to deerease
peak demand fior electnicity.' To be useful for these purposes, and many others, dala recorded by

¥ AMI includes the meiers 2t the “s residkenee of b the wations networks that send data
bt een the consumer and uukiey, and the data managerent syatems tha store and process daa foe the utthiny .
E:3cimse Powi i RESEAReH BST  ADVANCLI MFTFRING DXERASTRUCTURE (AMI) (2007), snwwloble ar

hitp fwnw fere gos fes concalondar Files HOTIH2 3041 836-EPRITLI-T320A s ancedalUMciening pdfl The priman
function of A 15 to “combing istenal data with conti 1y v alable remaots ecommanicauons” 1o
increase encrgy efficiency and gd rehiabiluy, and decrease expenscs bome by the utitity and consumer. fd

¥ The Enerpy Independencs and mﬂ,::.e Act of 2007 (EISA) lists tcn charactensucs of 2 sman prid. These include

“ibnarsased use of digstal wnle and controls Iechnology (o impron ¢ reliadwliny, secunny, and efficiency of the
eleane pnd™. “[d)evelep and P of demand resp e d-sick and encrgy-¢Micieney
resources . arad “{djeplos ment of “sman” technologses (real X 4, imeraciine technologies that op 1he
pirsic operation of appl and dzuices) for 3 gnd operaions and

stalus, and dhsinbution automation ” EISAL P.L. 110-140, 1300, _Hu_ Star, 1492, 1 78384 (2007} {to be codificd a1 42
UsScC §ITED

P Dep L aoF Eng kY, COMMUNIC ATHINS RIGUIREMENTS OF 53 48T GRID TECI£xites § {2010} [heremafier Dvr T oF
Extiey Consit Mo aTions Reron |, averlable af hitp fencrgy gon/sites prod Tiles/geprod- documents/
Srtart_Gad_Communications_ Requirements_Repor_10-03.2010 pdf.

114 33,5 These technologics anclude fiber optics, wireless networks. satcliee, and broadband oser pawer kine. &/
*1d a0 20 ~Demand response ts the red of the peion of ebactrc encrpy by customans In response 1o an
tnerease 1n the prce of cketnery oc hany burdens on the system.”

S Dep'r oF ENURGY. D vEA ACCESS AND PRIVACT 188EES RELATED Y0 SatanT GRID Tromsotoars £, 9 (2010)
[herainafier Dre 1 oF Enprey Povacy Renot ). murdoble at hitp fenetgy gov/sites prod Tiles'goprod Yocuments!
Bioadband_Report_Data_Pasacy  10_S pdf, see alio ELas LEAKE Qupas, Swams Metesvo & Paivacy Eusting
Law ap Courerro Pouaies: A REFoRT fur THE Cotogano Pracc Unmes Cosmpsion |, 12 {2009) fhereinafter
Cenomarn) Provacy Revont]. mwlable at hitp www dova stie co uspuc/doshrisdeeisionsDocketFilings W1
593EGAMLS93EG_Sprng2000Repont-SmanGridPnvacy. pdf

" Der 7 oF Expkay COMMUNKCATNS B POR T, supra nots 3,21 12,

¥ Compansci ane dnsloping sen el new applications thal usc smart meter data 1o offor consumers and wlilies batte
control ouer encemy usage, fur example by detcrmimng the enerzy efficiency of specific applianers wathm the
houschold Dip ToF EXLRGY Privachy RErRT suprr note b, a8 5, 9. sce alvo Couuk w PRV ACY REPORT, supra note
6,312

* D ror Exteoy CosmsmaThms RIFGE. suparnose 3.t l

Bt T
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stmart neters must be haghly detailed. and, consequently. it may show what individual appliances
a consumer is using."" The data must also be transouticd to cleetne utilities —and possibly to third
parties outside o_.___o sman pnd-—-subjectng it to potential ymerception or theft as it travels aver
commumications networks and 15 stored in a variety of phy sicat locations.'”

These charactenstics of siart ineler data present pnvacy and secunty concems that are likely to
becotne mere prevalent as gov backed sninatnes expand deployment of the meters 1o
mnllvons of homes acrois the country. In 1he Awmencan Recovery and Reimvestinent Act of 2009
(ARRA), Conpress appropriated funds for e nnplementanion of the Siart Grud Investment
Grant (SGIG) program admimstered by the Departmient of Energy.'’ This program now penmits
the federal governmient 1o reimbarse up to 50% of eligible sman "..:.u wvestiments, which include
the cost 1o electnc unliies of buying and mstalling smart meters.” In its annual report on smart
meter deployment, the Federal Energy Regulatory C ion ciled showing that the
SGIG mxcm...u_a heas helped fund the .—&a&aﬁﬂ: of about 7.2 mullion micters s of Seplember
2010 __ completion, the program will have parually funded the 1)) of 15 5 million
meters " By 2015, the Instnwe for Elecine H:._n.n__u_. expects that a Iota! of 65 milhon smarnt
mieters will be in operation throughout de Linited Siates

Installation of smast meters and 1he comunumicatons iechnologies that accompany them may have
it legal q for those who penerate, seek, or use the data recorded by the
meters. These consequences may anse under existing federal [aws or consitutional provisions
governing the pnvacy of electrome ¢ attons, data I mususe, foreign
surveillance, and ¢ pr rot. This report ex ﬁnaon.._ privacy and cybersecunty
Taws that nuay apply 10 consumer data collected by resudential sman meters. i exanunes the legal
implicaions of sman meter 1echnology for consumers who gencrate the data, Jaw enforcement
olficers who seek smart meter dala from ulilities, utilitics thal stoce the data, and hackers who
access smart grid technology to sieal consumner daia or interfere with it This report looks at
federal laws that may pertan to the data when ot 12 ( [) stored i a uiliny-owned sman meter at a
consumer’s qnm:_nann [2) in iransit between Uhe meter and the smart prd by sway of vonous
hnologies; and {3) stored on compuiters in the grd. This repost does not
address state or _onn_ laws, such as regulations by state Public Lilines Commissions. thal may
blish addi bilities for some elecine utilies with regard 1o sman meter data. i
also does not discuss the mandatory cybersecunty and reliability standards enforced by the North

! See NaT LIt of STaviakios asp Tech , GUIDELINES 1ok SUART GRIDCVENR S1eUrimy: Vo 2, PRivACy Avp
THE SararT Griv 14 2010) [herenafter NIST Pann acy REroRT|, awalable ar hitp feste mst gos fpublicaionsimisur/
wi62Bustue- 7628 vol2 pudf.
T a0 3-0,23.24,29
1" The act prossdes $4 5 billion for “chectncity delavery and encrgy rehability ™ which icludes “actissics 10 modermuzs
the clectric grid. 1o include denwand responsive equipment, ™ a3 well a3 programs authonszed under utle X of the
Encrgy Independence and Secunny AcLol 2007 7 ARRAL P L U015, 123 S1at. 115, 138-39.
" ARRA $HI5(5), (B), 123 Staz. 115, 14343 (amendment 1o be codified 2t 47 U.S C. §17386} {amending the Encrn
Independence and Secunty Act of 2007 (EISA} o allow for the rembursemcnt of vp 1o 30% of qualifymg sman gnd
.=-ﬂn§.=uhun—cqﬁ=. L) ser alse EISA, P L. 110-140 $1306, 121 St 1492, 178991 (10 be codified as
amended 21 42U S C §17586) (nittally establishung the SGIG program).
HEn Exigoy REovtanmy Coum N, AssissansT o Duiast Respnss & Ay aseony Morerna 3 {2001),
avarlable athup JAvww fore govlegal/stall-report s/l 1 -07-1 1-demand-responss pdi’
"
st A Elcrrie Enviomacy UnLry-Scae Suast MEIER DERovssings, PLass & Prorats 1 2000),

lable ar hitp fhcww edisomit ferer_Rollous 0911 pdf
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American Elecme Releainlay Comaration, which impose obligatrons on utihties that pasicipate
in the generation or transimsision of elccincity."

General federal pavacy safegwards provided under the Federal Pnvacy Act of 1974 {FPA) protect
smart meter data mamtaned by federal apencies, including data held by Tederally owned clectne
utilitres. Section 5 of the Federal Trade Commssion Act (FTC Act) allows the Federal Trade
Commissaon (FTC} 1o bring enforcement proceedings agaimst electne utilities that violate thew
prvacy pohicies or fal 1o protect meler data from unauthonzed access, provided that the FTC has
stalutory junsdiction over the wlilities

H 15 unclear how Fourth Amendment protection from unreasonable search and scizures would
apply 1o smiart meter dala, duc to the tack of cases on this issue. However, depending upon the
manner in which sman meter services are presented o conswiners, smart imeter data may be

i d from henzed disclosure or unauthosized acceess under the Stored Communications
Act {SCA), the Compuler Fraud and Abuse Act (CFAA), and the Clectromic Commumcations
Privacy Act (ECPA}. If smart meter data 15 protecied by these siatutes, law enforcement would
still appear to have the ability 1o access ot [or investigative purposes under procedures provided in
the SCA, ECPA, and e Foreign Intelligence Surveillance Act (FISA)

Smart Meter Data: Privacy and Security Concerns

Kesulential smart imcters present privacy and cybeesecurity issues'™ that ore likely 1o evalve with
the technology * tn 2010, the National Institute of Standards and Technology (NIST) published a
report identifying: some of these 1ssucs, which fall into two main categonies: (1) pavacy concems
that smart meters will reveal the actwvities af people inside of a home by measuring their
electricity usage frequently over time;™" and (2) fears that inadequate cybersecunity measures
surrounding the digital transunssion of sinart metes data will expose it to misuse by authonzed
and unavthonzed users of the data,™

Detailed Information on Household Activities

Smart meters offer a significanily more detailed ill afa 's energy usage than
repular meters Traduional meiers displ m.&_a_ onag 's sotaf electncity usage and are
typically read manually once per month_> In contrast, smast micters can provide pear real-time

usage data by measuring usage elecironically at a much greater frequency, such as once every 15

" For additional i on the devek of mundatory national sman grid pnvacy and oy bersecunty standands
In federal apencies. see Muss. inst. :«._.R.: ik Fumere of The Eurerie Grip 197234 (2001) hereinaRer MIT
G 5TUn | see @di CRS Report R4IESS, ?fﬁ: Gnd and Cvbersecunty - Regulmory Policy and frmes, by
Richard ) Campbell

** Aceordug 0 the suthors of the MIT study. € bersecunt “refrs Lo all the approaches tahen to prowet data. gstems,
and networls from dehberate attack as well s accrdenta) compromiss., anging from _an_uﬂu&.qﬂ 1o reeovery.” MIT
GrIb STUDY, smpra nots |8, a4 208 Clasely related i the eoncept of “informaton p acy,” whach “deals with policy
1tsucs rangeng, rom dentification and collection W storage, access, and use ol information.” /o a1 28 nvin.

T Sve NIST Paiv sy REFORT, sipro note 1), at |,

SUAE at 4, L) Data that offers a hugh degree of detail is sad (o be ~granular ™ i,

D Seenl @4, 231,29

dady
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nunutes.” Current siart ineier technology allows utilites 1o measure usage as fiequenily as once
every minute ™ By examining smart meter data, it 15 possible 1o 1denufy which apphances a
consumer is using and at what umes of the day, because cach type of appliance gencerates a unique
electric load “signatare. “™ NIST wrote in 2010 that “research shows that analyzing 15-minute
nterval apprepate b hold energy cc 10 data can by :wn_:s:mxs:. the use ol most
wmajor howe appliances.™ A report for the Colorado Public Uilities Commisston discussed an
Italian study that used “amificial ncural networks™ to identify individual J.EJ lowt appharce
uses” with 90% accuracy using 15-nunute interval data from o smart meter” “* Smlaily, sofiware-
based algomhms would ikely altow a person 1o extract the unique signatures of individual
appliances from meter data that has been collecied less frequently and 15 therelore less detal

oy
G

By combining appliance u sage patiems, an observer could discem the behavior of occupants i o
home over a period of tite. ™ For example, the data could shimy whether a -aan:nn 4 occupied,
how many people live in i, and whether it 1s “occupied by mare people than usual.”" According
10 the Depariment of Energy, smart melers may be able 1o seveal oecupants” ~daily schedules
es when they are a1 or away from home or asleep), whether their homes are

erth alanm systems, whether they own expensive electromic cquipment such as plasma
TVs. and whether they use cenain types of medical equipment.” * Figure 1, which appears in
NIST s report on sniant grid cybersecurity, shows liow sman meter data could be used to decipher
the acuvities of o home's occupants by matching data on their elecinoiry usage with knawn
appliance load signatures

0 b3,

* Covematns Pk acy REPRT. muprar note 6. 21 2 Some utrhiscs sy ¢lect o recen ¢ dua at less fequent micnals
because ~hackhauhing real-time or near real-ume data from the hiltions of devices that may e entually be cornceted 10
the Sman Grad would tequire not only temendous bandwidth™ bul also greater data storage eapacities that could make
the ¢lfort ~economcally wmfcasible.” DEF'T oF ExzrGy Conmnications Rimm , wpranote 3, o 00 However the
“Treral” is for utibizes o collect data more frequently See Cotokabo Privagt RFRRE. suprinote 6. 3L A-1n il ]
FNIST Privscy RimmT, supranote 0. a2, 14

44 ah 14, Bus ree DFFTof EXERGY Privacy REPORT, suprapots 6, 21 9 (chuming, o 2070. ha sman axier
technology “cannot o1 dentify individual appliances and deviees in the bome m detarl. but s will centamly be within
the capabilitics of subseo of Smant Gnd technotoges™)

" Comamag Pagv s RemoRr, supranote 6, 21 3n.7. AR

T aAY

3 NIST Privacy REFORT, sapramote 1,816 & nY

)

" s p' toF Exrray PRIV REPORT, supns poke 6, at 2
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Figure |. ldentification of Household Activities from Eleccricity Usage Data
Unique Electric Load Signatures of Common Household Applances
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SEcumsTY VoL 1. PavaCT anD THE SHarT Gud 13 [2010), cvadoble ot hitpii s govlp hrTo I8¢
nisbr-7628_voll paf.

Mote: :Egoﬂ construcied this piciure from dleetrieety viage dats collecied at intervaly using a

7 load i Agvgéasg.o-—gin.ﬂliiuﬁna
records usage data. For a COMmparTion  of the 1echnologicy, 1ee COLCRADO PAVACT REPGRT. supro note 6, at A-J
ta A9,

Sman meiter daia that reveals which appliances a consumer is using has potential value for third
partics, mcluding the government. In the past, Iaw enforcament 2gents have examined monthiy
electricity usape data from Si::z:& meters in mveshigations of people they suspecied of
illegally gfowing manyuana** For example, in { Sures v Kvlfo, a federal agent subpoenaed
the suspect’s electncity usage records from the wtility and “compared the records to a spreadsheet
for estimating average clectneal use and concluded that Kylle's elecncal usage was abnormally
high, indicating a possible mdoor FIATIUANA LOW OpCralion "M If law enforccment officets
obiained near-real ime data on a consumer’s elecineity usage from the uility company, their
ahility to monitor household activiies would be amphiied sigmbicantly.” For example, by
observing when occupants use the most electneny. 1 may be posiible to discern their daily
schedules.

NIST Priv ey RERORT, supronote 11,1 1), 29, see altn Umicd States v Kaliz, 190 F 34 HED, 104] 19 Cir
199 rev o on other growsds, 333U S 272000

M Kyt 190 F 3d a1 1043

" Ko supra notes 26-32 and accompanyang text.

* Sew nupra note 32 and accompans ng et
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As smart meter technology develops and usape data grows more detmiled, it could also becone
more valuable to private third parties cutside of the gnd. "’ Data thal reveals whech appliances a
person 15 using could pemut health nsurance nauau_...._.._nm to determuine whetlier a household uses
centamn _32_.9._ devices, and appli Facturers 10 establish s__n__.ﬂn warranty has been
vialated.® Marketers could use ot 1a .Ern ::rn_n_ advertisements.” Crinunals could use it to
timne a burglary and figuse out which appliances they would like so steal.™ I a consumer owned a
plug-in elecine velucle, data aboul where the velucle has been charged could permit someone to
identify a person’s Jocation and wravel fustory.*!

Even privacy safepuards, such as “anonynnzing™ data so 1hat 15 does not reflect wdeninty, are not
_.oo__xoo_, “ By comparing anoaymous daia with information available in the public domain, itis

] ble to ientify an indwwdual—or, in the comext of smart meter data, a particufar
__ocmn__o_._ * Morcover, a smart grid will collect mote than just ebectricity usape data. It will alsa
store data on the account holder’s name, service address, billing information, networked
appliances in the home, and meter 1P address, amony other infomiation,** Many sman nieters will
also provuie transactional records as they send data 1o the gnd, which would show the time that
the meter transmitied the data and the location or sdenury of the transmunter **

Increased Potential for Theft or Breach of Data

Smart gnd technology relies heanily on two-way communication 10 mncrease energy efficiency
and reliability, including commumnication benween smart meters and the utility (or other entity}
thal stores daia for the gnd.* Many different technologies will transmit data 16 the grsd, ncluding
"tradinonal twisted-copper phone lines, cable lines, fiber opuic cable, no__c_E. satellite,
microwave, WibAX, power line camicr, and broadband over power line.™ Of these

I wireless technologies are Iikely (o play a “promnent role”™ cnanzﬂ
._.3 present —.nsn. safety concems and cost unmm 10 implement than wireline 1echnologies **
According 1o the Depariment of Energy, a typical utilny network has four “tiers™ that collect and
transmit daa from the consumer 10 the utility. ™ These include “(1) the core backbone-—~1he

prumary path to the utility dala center; (2} backhaul distriby —1he aggrep potnt for

V7 KIST Prevacy REPURT, ssra mote 11, 20 14, 35-36

W w2728

af T

R ]

43 ﬁg

RS

 Soe i 113,25,

32627

44 a1 12 (drawing a comp 10 teh providers” “‘call detail records™)

Iy Dip'tar ENERGY COMMUNCATRASS RERURT, sy note 3, a1 3 (staing that "integrated two-way
allows for & g ol ch ity wsc a5 well 25 the potential for automated u—ﬂ_:n:.

wse scheduling.™}. As more consumess become feneTalons nqn_onu.n_s through the use of “Tuel cells, wind tarbencs,
sotar wofs. and the tike,” the importance of 1wo-way communication will increase. MIT Grm STty spnrnote I8, at
X

! Drp' T or ENERGY COMMLACAEKINS REPORT, supromole 3, 2 3
UL a3, 51n215
T anth
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neighborheod data, (3) the access pont—typically the sman meter, and, (4) the HAN—the home
network.* Energy usage data moves :d:. the st 2 and 1hen 10 an “aggregation point™

ide of the resid such as “a sul i, a ulll d device, or a communications
tower.” The aggrepation points gather data from o meters and “backhzul™ it to the wility
using fiber, T1, microwave, or wireless technology. ics typically rely on their own privaie
netwiorks (o communicate wills sman meters because they have found these networks 1o be more
reliable and less expensive than commercial networks."

As NIST explains, consumer data moving thiough p sinart grid becomes stored in tmany Jocations

bath within the grid and within the physical world.** Thus, ?H..Emn 1l is widely dispersed, it

becomes more vulnerable 10 interception by unauthorized parties™ and to accidenta) breach,”” The

movement of data also increases the potential for st 1o be stolen by unauthorized third parises

while 1t is én 1anst, panticatarly when it gan ls over a wireless network™—or -_-acm._.
alions camp that may be incompatible with one hes or

secunty protechons.’

Smart Meters and the Fourth Amendment

The use of smart meters presents the recumning conllict between law enforcement’s need 1o
cffecuvely invesugale and combal cnme and owr desire for pnvacy while in our homnes, With
smart meters, police will have access to data that migln be used to track residents” daily lives and
routines while in theis homes, including thewr eating, sleeping, and showenng habns, what
appliances they use and when, and whether they prefer the ielevision 1o the readmill, among a
host of ather detaiks ™ Though a _uc.a:._e_ boon to vo__nn’ access to ths datass not linlless, The
Fourth A i which establis for goveminent
mveshigalions, may resinet access to u_.:n: meler data or nm_nc_.mr rules by which it ¢an be
obtained ' The Fourth Amendment cosures that the :m_._ of :.o people 10 be secure 1n their
_..n-wcs.m houses, papers, and effects, agal and s, shall not be
tated.. ™ This B whether the collection and use of sman meter data may

"

*' The howne ietwotk will be wsed 10 peon 1de carttamicrs with near resd-time data on their enargy usage & n 1315
TF £l Many wiban iastallations use wareless encsh hetworks 16 cammy data from i merers o the aggrepation poire
These nctworks are more reliable bocause cach smant meler can senc as 2 router w the network, providing redundant
network coverage I al |18

D hgat 16, 19

Mo oad, 19,4,

# NIST Privacy RFmmT, supra note L1, a1 23

il 12328

it a2

™ See tf 219, 12,33, and 36,

* MIT Grn Sunv, supra note 1R, 21 209, 213.16

“ Jack | Lemer & Deirdre k. Mulligan, Fadeay the “Lowg View ™ on the Fivrth Amendment: Stored Reconds and the
Sanctuty of the Home, 2008 5Tax, Tecir L REV 3% 3 {2008)

1 Additionally, as descnibed below , éhere are federal statutony protections that may pertain so this dala. Statc
constitutional and statulon sale guards ey atso apply, but these arc beyond the scope of this repon.

S Comst amend IV
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coniravenc this protection. Although there 15 no Fourth Amendiment case on point. analogous
cases may provide gudance. '

Ta assess whether there has been a Fourth Amendment violation, iwo pnmary questions musl be
asked: (1) whether there was stale action, thal 15, was there sufficient government involvement in
the alleged wrongdoing 1o trigger the Fourth Amendmeni; and (2} whether the person had an
expeciation of privacy that society is prepared to deem ble ** [F the first question 15
answered in the affirmative, then the analysia moves to the sccond question. But 1T no state action
15 found, the analysis ends there and the Fousth Amendmient does nat apply. Thus subpan will first
detenmine whether access to smart meter data by police. or by pnvalely and publicly owned
wnilines, satisfies the siare action doctnne, thereby warranting further Fourth Amendinent review:

State Action: Privately Versus Publicly Owned Utilities

Most of the safeguards for civil liberties and individual nights contained inthe LS. Constitution
apply only 1o achions by state and federal povemments ' Tlus rute, known as the stale action
docttine, arises when a vicum claims his constinaional rights have been violated, and therefore
must prove the wrongdoer had sufficiem connections with the government 1o warmant a rentedy’ g
Applying the state action lest s intended to determine whether a utiliny s collecnon and
dissemination of smart meter daia 15 govemed by the Fourth Amendment. and 1f so. 10 what
extent, Afthough there are many vanations i the govemance and ownerstip of milities—some
arc privately owned. others publicly owned, some federally operaied. and still othess nonprofit
cooperatives—they g Ny fal) snto two broad categonies: public and private “ This section will
anatyze the constinmional differences berween privately and publicly owned utilines under the
state achon doctine and a public records theory

Privately Owned and Operaled Utililies

It is broadly said that the Fourth Amendment applies only 10 acts by the pgovemment ** Bt there
are at least 1wo exceptions to ths rule. First, if'a utility perfonns a funciion tradstionally exercised
by the government, it may be considered a state actor under the public function exception
Second, _____w Fourth Amendiment may apply when a privaie utility acts as an instrument or ageml of
1he police

“! For addruonsl amah scs of smart mieters under the Founth Amendment. sec Chenl Dineey Balough Py
Impliconons of Seart Metert, 36 CunKext L Rex 661 6208 1), sev sdin QUic, sepr note £ 4 28 (7] intenal data
of clectneity consunyption appears 10 be in somcthing of 3 no-man’s-Land under Su Coun Foutth Amendr
Jjurisprudence. ™).

H Califomia v Ciraolo, 476 U §. 207 211 (19R&}enting Kair v United Saates, 339U § 147, 360 (1967) (Haslan. ),
concurring) i

3 Civol Raghts Cases, 109 LS. 3 01 (18331 (T 13 State action ol a p lar ch ihai s prohibeted, Inda ndual
imvasion of individual nghts is not the subjest-maier of the |Fourteenth] amendment. I siw Mt E Nepvax &
Rovap B Romoxns, Cosstirvmiond Lw $12 HaXihiR® od 20004

= Now ak & Romenps, supra note 65

** Derermining whicther a pm ate setor us sulficientty “public” 15 not clearcut Then Justice Rehngeist noked. “ft[he tns
nature of the Siate s it ob ement may not be immediatets obyvious. and dewailed mquin mav be required in ordet to
determine whether the test 18 met ~ Packson v Mctropohitan Edison Co . 4121 5 345 351 (1974}

* Burdeau s McDamell, 256 U S 463 475 (1921}

* Sce United States v Jacobsen 466 LIS BB 11E (1954}
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Under the public function exception, a nommally private entity is ireated 2s a state actor when
assumes a role tndinonally played by the government ® Determining when this exception applics
has nol proved easy.”” but it 15 reasonably clear that private utilitics do not, in most instances,
satisfy it. In Jackson v Merropoditan Edison Ce., 2 customer sued a privately owned utility under
the Crvil Rights Act ol 1871 for improperly shutting off her scrvice without providing her nouce
of a heanng. ” The Supreme Count asked whether there was a close enough rexus between the
state and the unlity for the acts of the latier to be treated as those of the formes.” Although the
utility was heavily regulated by the stae. it was held not 1o be a state actor.™ The Coun reasoned
that the provision of wlility service ss not generally an “exclusive prerogauve of the State. ™™ Also

absent was the symb rel tnp bet the utility and the stare found 1n previous cases.™
Though its holding was broad. the Coun did not foreclose the possibility that a privately owned
utiliry could be a siz1e acior under datle circ " This possibility, however, appears

RETTOAY

The Fousth Amendment may also apply to a prvate uniliry if its acis were directed by the
government. Generally, searches performed by private actors without police psticipation or
encouragement are pol povemed by the Foanh Amendment. * A search by a private insurance
investigalor, for instance. was not a “search” in the constitutional sense, though the evidence was
ulimately uscd by the povemment at mal.” This result differs. however, if there is sufficrent
government involvernent. §f the scarch has been ordered or requested by the govemment, the
private acior will become an “mnstrument or agent of the state” and must abide by Fourth
Amendiment strictures ™ For example, the Fourth Amendment does not apply when a telephone
company installs a pen register on its own inlintive." The same aclion constitutes o search.
howeser, if requested by the goremment.”

Thns theory applies not only 1o direct instigation, bul also on a broad, programmatic level. In the
19605 and 1970s the [ederal povemment required privately owned and operated airlines to
JRstitute new security measures (o combat airling hyacking.*” In £mited Staes v, Devis, the arhine

*Aargh v Alabama, 32615 501 (1%46) {holding that prysich owred property was equisalent 16 “commumiy
shopping center” thus pravals party was subject 1o the Firss and Fourteenth Amendmxaits)

" Sce Nuw sk & RoTenb w mpro notc 65, §12 2.

7 Josclson, 119U 5. 3 347: sev nfsa M+ Buckeve Rural Elee. Coop . Inc . 277 F3d A73, 830-21 6™ Cir. 2002}
[hokding that nompralfl cooperatine Ll w3 RON 2 stake actor wnsder the Tadersl constinetion). Spickler v Lee, No. U2-
1934, 20030 S App LEXIS 6227 a1 "2 {1® Car. March 30, 203} {holding that prvate clecing utzhiy company was
ol 2 state aC108)

T rclzon, 419U & 21 351

44 at 35859

14 a5

" ht 387

RCEEL

Ty Warsr R LaFai Seamew vpSiater §1 R at 235 4% ed 2004)

 Unaed S1ates v Howard, 752 F.20 220, 227-28 (6% Cir t435)

* Cooluige v New Hampshire, 413 U § 343, 387 (1971 Hinternal quotaion marks onutted). sve LaFAvE, supas note
8. §1 Ak

" United States v Manming, SAIF Jd 85 686 (6* Cir 1976)

* poopie of Dearbom Herghis v Hanes, K2 Ach App 253, 258 (1975}

) Linted States + Davss, 482 F 2 K97 897903 (42 Cie 1973)
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seasched a passenger hased on these requirements and found a loaded pun.* The Ninth Ciccuit
held that it inade no difference whethes the search was conducicd by a private or public official:
“the search was part of the overalt, nation-wide ann-hijacking effort, and constituted “state action”
for purposes of the Founth Amendment.”™ Thus, it a pnvate panty 1s required 10 perfonn a search
or callect data under federal or state laws or regulanions, there will be sufFicient state action for
the Fourth Amendment 1o apply. Or, put her way, the go cannot circumvent the
Fourth Amendment by requinng a private party to mitiate a search or nuplement an investigalive
progran

This agency theory imght apply 10 the collection of smart meter data. If the unlity is accessing
this information “independent of the government’s intent to colleet evidence for use in a crinmnal
prosecution,™ the utility will not be consudered an agent of the government for Fourth
Amendiment purposes. But there mipht be when go panon will igger
further analysis. If, for example, the government requested the utility 1o record larger quantities of
daca than was customary (e.4u, mcreasiny, the intervals from sub-15 minute intervals to sub-five
tinute or sub-one minute intervals), this would likely warrant Fourth Amendment serutiny Also,
if the police requested the utility to kand over customer daa, say, for spikes i enengy
contmcnsurate with a marijuana growing operation, this would likely be a sufficient instigation to
ingger further constitutional review, Other situahions may anse where the govemment establishes
a dragnet-type law enforcement scheme in which all smart ineter data is filiered through police
contputers. This could also tnplicate the agency theory and warrant a finding of state action,

Publicly Owned and Operated Utilities

Although the Fourh A ! {with its w. and probable cause g ) typically
applies 1o public actors, in certain instances their collection of information may not fall under the
Fourth Amendment or 1nay prosaps o lower evidentiory standard. The Supreme Court has
inlfequently considered he scope of the Fownh Amendment “on the conduct ol government
officials n noncnminal ..:.nw__mﬁ_:a:a..ud and even less frequently as 19 “noncrimnal

witigatory govermmental conduct.™* Nonethcless, there are 1wo lines of cases that may
apply to smart meters in which the Fourth >_=a=.==a=. may niot apply at all (roncrinunal

noniny estigatory conduct) or may be red | investig ). The key 1o lus
analyss 15 the government’s purpose in collecting the dara.

The Supreme Court has developed a line of cases dubbed the “special needs™ doctrine that
penmits the govermment to perfony suspicionless searches if the special needs supporting the
program cutweigh the intrusion on the individual's prvacy.™ 1 1s prenused on the notion that
“"special needs,’ beyond the nonnal need for law enforcement, make the warrant and probable-
cause requirement impracticable.™ I, on the one hand, the objective of the search s not for law

Y Lt RYS.

MR

" Unuted States v. Howard, 752 F 2 2240, 228 (6™ Cic. 1985)

2l The Supreme Court, 1986-Term  Leading Cases, 108 Hazav L Rev 119, 230 {1927).

* Unised States v Auison, 900 F 2d 1427, 1330(9* Cir. 1990) (cmphasi$ in onginal).

* Ferguson v. City of Charleston, 532U S 67, 77-78 (2001}

" Slmncr v Ry Labor Excoutines’ Ass m 489 U5, 602, 620 (1989} {quoting Gnffin v Wisconsm, 383 US 868, 872
{EURT)).
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enforcement purposcs but for c:.ﬂ reasons such as public safety™ or ensunmg the megnity of
sensitive povernment positions,” then the doctrine wall apply. £, however, the “pmary purpose”
o “immediate objective”™ was “10 generate evidence for fow enforcemient purpeses.” then
application of the spectal needs ..__un_..:_n 1s nod appropoale, and the povermment must adhere to
peneral Fourth Amendment principles.” Again, the primary inquary 15 the purpose of the search.

Soine circant courts of appeal have extended the special needs theory, holding that the Fourth
Amendiment does not apply (in conirast to a reduced standard of suspreion as with the special
needs cases) unless the “conduct has as us s_._.._.cwu the inlention 10 elicil a benefit for the
govemmenl in cither its investigalive or adi ve capacities.”™ I Dineted Suves v Atson,
the Ninth Circuit ield 1hat the collection of bloed _Q agovemnent-employed physician, wiich
was E.Eu__:ﬂ__v. uscd by the police in a drunk driving prosecution, was not winlun the scope ol
Fourth A | pr ion.” The panel r d that the doctor drew the bloed for medical
prrposes, not 1o funher a govemmental purpose m obtarmz evadence agmnst the defendant i its
comunal investigation, so the Fourth Amendment did not apply.™

Applying these two theones 10 smant meters, a court would focus on the publicly owned utility's
purpose m collecting the dara. [T were lor ordinary busmess purposes such as billing, informing
the o of s usage p , or anfing the utility in making the gnd more energy-eflicient,
then it would not violate the Fourth Amendment. If, however, the public utility began aggregating
data at 1he request of a law enforcement agency, with she purpose of ading a crisunal

] ien or other admi ve purpose, the Founl Amendment would seenungly apply. As
with _51.:« utilties, if the govemnment requested that the public ulility report any suspicious
electnoiy usage, or crealed a program where cenatn data was sepularly wransmitted to the police,

this maght become investigatory and Fourth A i F T apy law
enforcement cannot evade Fourth A i ions by req 2 a publicly owned utility
to collect data forit.

Law enf might also request smart meter data under a public records .:25.. It Is

generally accepted that public records are not accorded Fourth Amendment protection ™ Unless
there 15 a state of lederal statie prolubiiing disclosure, “law enforcenment access to state public
secords is unrestricted.™™ Thus the inguiry hinges on whether a docurnent is a public record.

id

* Nat'l Treasune Empleyecs Union v Von Raab, 489 L1 5. 656,470 (1989}

" Fergumon, 5121 5. 31 83 {cmphasis in ocgmal}

** Ser Unated States v Attson, 00 F 24 1427, 14314%* Cor 1990); Poe v Leonand, 282 F.3d 115, 137 (2d Cir. Ju0Zy,
United Suaizs v Elliot, 676 F. Supp. 2d431.435.36(D Md. Far}

™ Astyan, YOO F.2d a1 1433

=i

* See Milson v Layton City, 45 F.34 369, 372 (10% Cir 1995) (“Informataon readity. anaslable to the public is ot
potected by the constitational right o privacy "), Dae v. Ciry of New York, 13 F 3d 269, 268 (2d Cir 19M)
(Certanly, there 13 no question that an mdividual cannot expect ko have 3 constitutonatih profeciad pracy milerest in
ratters of public record "), Uhited Staes v Ellison, 362 F 3d mm._. 362 (6* Cir 2006} {aceessing keense plate number
irom databasc hield not 2n ofa I d arra, thus nol a Fourth Amendment
uﬂa-.J United Statcs v Bavicy, 492 F.2d 130, 167 (9* Cir ..:.3:855_“ that Fourth Arcndmeni protections do
not cuend 1o 1elephone company ol l& billing reeconds); see afso Chnstopher Stobogan, The Scarch amd Sewzure of
{ ompurers amd £l Surveittance by the (nnvermment, 75 Miss LT 139, 156 {2005}

** Slobogin, supra note 97
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Whether a person’s unlity records are public reconds differs from state 10 state. ™ Some states
deem records of a municipally owned and operated electnc mility a3 public records open for
public mspection, while othezs have accorded these records stalutory and constitutional
protections.

I Flonda. for example, records rn_u_ n wn with the ¢ of a cily-operated utinty

are considered public records "™ A similar policy apphes in n..nn.,r.n. where all records of a

govemment agency. inchuding utility records, st be open for __..mu.on._o_- "' South Carolina, 100,

takes a simitar approach.'™ It 15 not clear, however, from the teposted cases whether these

pemiil access to personally idennfiable information or simply operating records of the wiility.

Oklahoma 15 more explicit, pernutiing access 1o “records of ihe address. rate pand for services,
lrarpes, ¢ prion rates. adj 5 10 the bill, reasons for adjustment, the name of the

vnaa.. that authorized the adjustiment, and payment for each customer, ™' Or_urnan does _Hc_nn.

same confidennality, including ~credit infonmarion, credit card numb

soctal secunily munbers, |and) bank aceount infomation for individual n_..m.cﬂﬂ miod 9_.5

states, like gnﬂ:__m_o: specifically protect personally identifiable utility records. Washmgion

__oom ot Tequire a showing of probable cause, but instead “a reasonable beliel™ hat ihe record

Ip establish the customer commitied a crime.'™ Nonth Carolina Jikewise states tha any

ng tnformation compled and maimtained by a oty or county or other gublic entity

providing utility services in connection with the ownerstup or operation of a public enterprise™ 15

not a public record.™

* Beeause the focus of this sepon is federal lav and the Fourth Amendment, 3 fll treatment of state privacy Taa 1
bevond thi scope.

2 13 re Public Records—Reconds of Mumscipalls Opersted Unlity, Op. Au's Gen Fla 74-33 (1974), anvilabic at
http ifwwn my flondalegal comdage nsCOpAICEs BIAEDTIAC22 7286083 566 B30MTITIA, sor Fl. STAT

SHIP 01N (2008} (" .n&n?u__ﬂ of this state that all state, cownty | and munseipal reconds are opea fof personal
:.E«R:E.-s anv person )

! See Giv Gt ANS F50-5- 70061 {20007, Op A Gen Ga 20003 12000 {requinng pevsonal wility records of
nﬂ—!a?&?ﬂi?nﬂ.q?mﬁ.aﬂgﬁ&ﬂv&ﬂﬂoﬁ&—&: gu&n::ﬂugﬁg aall
docuents. papers. letiers. maps, bools. Lapes. ph based of or simular
.._._un,_u.n.au_ﬁaNx_:E:.u:nnE-Rﬂ.nn.:&ngo;naﬂnﬂ.oanqu?zae_ﬂ.ﬂa..-w«i.— G, Craei
Ans 501K 20020
! |n South Carolina. public recorsds s lude “information 1 of Liken from anv account. s oucher, or contract dealing
with the receapt o expenditure of public of oher funds by pubhic bodies = § € Covt AN §30-4-50 (2001} v Kelsey
M Suarson, n?._s_n__: 1r Kvevw - An Apprisach 1o Cam Liczases and Public Avoess 5.6.-.!_5&__:?.3:# 5pUCLA

municipally ovned electrical

A law enforcement authosit mav not request mepection of cophanyg of reconds of any person who

belongs 103 public unlity districs or a mumicipath ovwned electrical wtifiy unless the authority

pron ks the public 5_.: disinct of munscipally owned clectneal uulity with 3 wRtlen statcmenl in

which the suthonts gates that 1 suspeets that the partcular persen ko whom the meords petan has

committed a crime and the authonty has 3 reasorable beliel that :.n records could detcmune or

helpd whether the susp mught be true. Inlc d 1 vsolation of this

scotion 13 inadmessible o any enmunat proceeding.
Wast. REV Coor §42 36 335 The Washeagton Seupreme Court has raised Uos protesison t st3te constitutional staws
m Jn re Personal Restram of Manficld, 133 Wash_ 2d 352, 344 (107}
™ flowcier the Nonh Carotina public records law declares that "[njoty d heeesn s ded to limst public
disclasure by 3ty or counss of bill information gt rs necessa 1o assit law enforcement, public safety_ fire
{conunued )
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Detenmining whether a utility 1s 3 state actor of wheiher sman meter daia 15 a public fecord are
merely threshold matiers. A finding that an eminty &5 a state zctor or data is public does not
foreclose law enforcement s ability to retreve customet smart meter data, but instead achivates
the next step of Fourth Amendment analysis: wheiber the gevernment invaded a reasonable
expectanion of privacy.

Reasonable Expectation of Privacy in Smart Meter Data

Linder ihe modern conception of the Fourth Amendinemn, 1he goy may nod intrude mto an
area sn s:.nr a person has an aciual expectavon of prvacy that society would consider
reasonable.” In the case of smart meter data, the governmeni presumably sceks records in the
custody of third-party utilities on the encriy use at a specific home However, a sipmificant body
of cases has refused 1o Tccognize constitunonally protected pnvacy inlerests in information
previded by customers 1o businesses as part of their commercial selahonships. " This theory, the
thurd- -party “doctrine, permits police access 1o the telephone rumbers a person dials™ and 102
person’s bank documents."” free from Fourth Amendment constramts

There are two relevant differences. however, between sman meters and the traditional third-parnty
cases that may warran a shifi in approach. Fiest is the possible judicial unease with the notion

that adv; of rechnotogy th to esode further the conrstitutional psotecuon of
pevacy " From that perspective, as technology progresses, society faces an ever-increasing nsk
that an indivadual’s activities will be 1 by the gov This is coupled with the

comgem thai the breadth and eranulanty of persostal informanon thay new lechnoloy affords
provide a far ore inimate pectare of an individual than the mare limied snapshots avalable
through prior technoloyies. Do the nchness and scope of new infonnation technologies wamant
increased constitutional scrutiny?

Second, sman meters can convey information about the activaties 1hal occur inside the home, an
arca singled oul for u_x..n_ﬁn textual prolection in the Fousth Amendmeni and one decply ngramed
1 Anglo-Saxon _ms_ * Even when the Court declared thal “the Fousth Amendiment protects
people, not places,™*" estensibly shifting away from a property-based conception of the Fourth
Amendment. it has still carved out pecial protections for the home ' However, concomitant
with the mareased use of technology in our povate lives is increased exposure of our private
activimies. including those conducted in the home. Contmonly, we share more personal

| contimucd)
Protechon. rescus. cmeTpeney management, of yudicial officers in the performance of their duties ™ N C Grv S7at
05200 UeN3)

“Katev United States, 39 US 47, 361 {1967) {Harlan. ) , concuming}

= Xcr Seuth v Manland, $92U S 735 (1979)

=h

" Uosted States v Milker, 423 LS 433 (19700

U Raltoy Umsted States, 333 1S 27 354 (20003 (i woukd be foolish Lo contend that the depree of privacy secured
1o estureans by the Founh Amendiment has boen catirsls unaffecied by the ady ance of wchnology 7}

! Nee Enucl v Camngion. 19 How 5t Te 10224{CF 1763)

"Katey United States, 389U S 347331 (1967)

‘SeeOnn 5 Ketr, The Fommh Awendniemt and New Technologes: Cons I M rhs and the Carse for Caunon,
12 Micar L Rev KON, R0 11 2004) fh ficy Ko, Fonrth [merts and New Teohnologres|
ﬂaaau..uuﬂ_.z_annunr Service o %
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mlonmation, even as our concemns graw that inore individuals, businesses, and others can glean
mare mionnanon about our personal lives as a aaatter of course. As wath technology generally,
docs the fact that more of our lives arc becoming “public™ call for lesser or greater constitunional
protection, and how does a “reasonable expecialion”-based model continue 10 apply in a
technologically intensive society?

This subpart will first look at the third-party docinne as 11 3s commonly concervest by the couns.

Then it will discuss whether these are suificient differences between the use of sman sicters and
tradinonal therd-party cases to counsel aganst 1ts apphication,

Third-Party Doclrine

Traditionally, there has been no Founlh A § for infc ac pives
1o business ns part of their bustness deatings.""’ This .h_o_n._.:._n dates back 10 the secret agent cases,
in which any words untered 10 another person, including a go agent of infc were
not covered by 1he Fourh Amendment.'* It was Inter extended to business records, piving police
access to documents such as telephone records,"” bank records,"™ inotel registration records,'
and cell phone records.”™ The Supreme Coun has reasoned that the cuslomers assuime the nsk
that the inl; couldt be handed over to povernment authorities, ' and also that they consent
10 such access.'™ Some lower courts have applied this theory to traditional analog utility

mieters '~ This section discusses the possible apphicalion of the tlrk-party docinne 10 smart
meters

In Miller v Limited Mtates, agents of the Bureau of Alcohol, Tobacco, and Fireanns (ATE)
subpoenaed several banks for records penainimg to the delendant, mcluding copes of the
defendant’s checks, depasit ships, and financial " The defendant maved to supy
the nnnoq& at mial, arguing that a warrantless retneval of the bank records (bns "pnvate
papers™)'™ was an inimsion mio an area protected by the Fourth Amendment. The Court

" Onin § Kem, The Cate for o Thend-Fary Poctane, 100 Mu L Rev 361, 563 (2009) [heresinafler Rerr, Thind-
Pary Docinre] While the thard-panty doctrine has supponiers hike Professor Kem this group s overshadoned by its.
voeal dewrsetons Professoe LaFave deseribed its underpeinngs as “dead weong” and thal the "Coun s wocfully
inadequate reasoming docs great violence s the theony of Fowrth Amendment protection which the Court devcloped im
Aaiz ~ LAFAVE sipro note 7B, §2.7(c) Justice Sotemavor kent crodence: o thes sentiment in Dnited Siares o Ruses,
where she posited that it “may be necessan, 1o reconsider the premise that an indin idual has no reasonable expectation
of privacy 10 snformation volunlanly: disclosed ta thard parties * United Sustes v Joes, 565 S, 5 (Sotomasor, J
concumng in the judpment and the opiruon)

"' United States v White, 301 US. 743, 730 (39 ) (holding ._.l the Fourth Amend ~afords no p a
wrongdocr 's nusplaced beliel that a person to whom he yvols h confides s pdomg will hot reveal it,”)
(mnternal quolation rmark.s oemtied}

" Smith v Mary band, 442 U 5. 735 (1979)

1 Unated States v, Miller, 425 U 5. 435 {1976)

" United States s Willis, 759 F.2d 1436, 1898 (11 Cir 19RY)

'™ United States . Hanson, No 115-576, 2007 WL 2692327, &t *6(E.D. Pa Sept. 11, 207}
MY Newath, HZULS a1t 74

' Kemr, Thurd-Party Doctnne, supra note 115

*B Untted States v Mclnnre 646 F.3d 1107 (8% Cir 2011)

M ALfler, 25 U'S 2 437438

' .ﬂq-n_.qaqw.ﬂﬂ-!n.—ﬂ_.—!.- Miller 425 05 435 {No 74-1179), 1975 WL 173642, a *4 (“The Founh >=.n§—nn= [
hustorically sooted tn a concem for control over personal and private i «n the face of g
(continued..
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disagrecd, broadly declanig “the Fourth Amendment docs not prohibit the obiaining of
wilormanen revealed 10 a theed-pany and conveyed by lom 1o Govemment authonies, even il s
revealed on the assumption that it will be uscd only lor a limited purpose and the confidence
placed in the ttard-party will not be betrnyed. ™™ The Court ferther noted that “ihe depositor takes
the nisk, in -ﬂ'ﬂ._:..m his affairs 10 another, that the infonmation will be conveyed by that person to
the Gevernmen,™

Three years laser, the Coun extended the Lurd-party doctnne (o oulgeing nuembers dialed from a
pexson’s telephone. "™ In St v Afarvland, ihe defendant robbed a woman and began making
obscene phore calls 1o her.'™ Suspecuny Smith placed the calls, the police used a pen register to
track the 1elephonic numbers dialed lrom his phone."™ The police failed to obtan a warrant or
subpoena before istalling the pen register.”” The regaster reveatod 1hat Smith was in fact making
the phone calls 10 the woman. In denying Smith’s motion to suppress, he Cour relied on the
third-party dociring, stating that “thss Count consistently has held that a person has no legiumaie
expectatien of pnvacy in information he voluntanby fums over 1o thied parties.”"* As applied to
the telephone context, the Count found that “[wjhen he used s phone, [Stith] voluntarily
comveyed ..==.n=n=_ information to the 1elephone contpany and "exposed’ thal information o its

equf n the ordinary course of b Inso n_e.__..d... [Smith] assumed the risk that the
company would seveal to police the numbiers he diated. ™"

Tradwionally, utility records have been handled simitarly 10 bank records and telephone records.
Several lower federal couns have held that custamers do not have a reasonable expectation of’
privacy m therr wtility fecords, therely pemdting warramless access to these records. In Untfed
Stares v Starkwe ] i
of privacy n us wility records."* The panel reasoned that (1} these records were no different
from phone records, and thus did not justify a different constitutional result; and (2) the public
was aware that such ds were regularly d. theveby neganny any expeciation of
prvacy ' The Eigluh Circuit has also :urn_ﬂ_ warrantless police access ta wmility records m
Linsted Stares v. Afctune '™ The Eighth Circunt panel distingwished Kyilo, declanng that the
means of obtzimng the informanion in Kyffer (a thennal-imaging device) was sigmficantly more
intrusive than sunply subpoenaing the records from the utility company.'"' The court held that
“the means 1o obtaining the information is epally significant.™* Likewise, the court in United

¢ continucd}

For aceess and ute 7) (et Entick v Carmington. 19 How . S0 Tr 1029{C P 1763))
P Afitter, 425 US a M3

-uw.‘h

3 Smigh v Manland, HZ LS. T15 (1979

R a3

" mnm

m d

P w7414

w78

¥ United States v Strkueather. No 91-30354, 1992 WL 204008, & “2 (¥ Cor Aug 24, I'V2}
i) ki

™ United States v Melnnyre, 646 F 5d 107 (8% Cur. 2001}

M

¥ I
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Startes v, Hamfton held that 1be means of obtaming power records from a third-party by way of
admumistrative subpoena as opposed 1o “intrision on the home by “sense enhancing lechnology ™
15 "legally sigmficant,” removing this type of sitwation from the Ky tfo-home privacy lme of cases
into the Afiflerahird-pany line.!”

It 15 difficult 1o predict whether a count would exterd this traditional third-pany analysis to smart
meters. The courts may seek 10 ensure the predictability and stabibty of the third-party decinne
generally and admirastration of wiility senvices specifically, thus requiring a bright-line rale for all
thurd-party circumstances.'™ There ts an advaniage to a rule that 1s easy 1o apply. that allows

ics to better gover their affairs, and does no1 pemnt “savvy wrongdoers [to] use third-party
services in 0 tactical way to enshroud the ennrety of thess crimes in zenes of Fourth Amendment
protection ™""! However, there are three overarching considesations embodied in the use of smart
meters that aight weigh agains the application of waditional shird-panty analysis. These include
{a) a person’s expectation of pavacy while at home: ibj the breadih and granularity of private
information conveyed by smart meters; {ci the lack of'a voluntary assumplion of the nisk or
consem 1o release ol this data.

Privacy in the Home

The location of the search mattered linle wm il radinonal third-pasty cases, but st may 1ake on
constitutional significance with sman meters."** In the case of smart meters, the information is
generaled in the hiome, an area accored specific texiual protection in the Fourth Amendment, and
one the Supreme Courl has persisiently saftgnarded.’ In no uncertan terms the Court has
asserted that “[a]t the very core [ol 1he Fourth Amendment) stands the nght of a inan to retreat
wnto bis own home and there be fiee from unreasonable governmenl mtrusion.” ! Even as
technolopy advances-—whether a tracking or th ! 3 devace of hang pew -—the

EHb

Court has mamianed this bulwark. Because of the ssgmificance of the hone, access 1o stnarn

1" 4 nnied States ¢ Harmltion. 334 F Supp 2d 974 980D Or 2006 Booker + Dommon Va Power, Mo T irl-Tiu,

F0INUS Dist LEXIS 960, at *17(ED Va Mz 7, 2000), see also Samson v Stae, YI9 P2 171, 173 (Ala App

1996 (holding undei statz constuution that “utthty reconds are maimained by the uishiy and do ot constituie

informatsen m which socicty 18 d to feeargeane 3 ble ey of prvacy™): People v Stankn. 86 €t
¥

Rper 24 8, 94 (Cal. App. 1999} (same
= te Duncan Kooy, Fissr arud Subytonce i Proate Law Adpdiontron, 39 Hay L Rev 1687, 1710 (1975}

"' Ken, Thurd. Farty Dockrtec, supra note 115, a1 364

"} In Sosrthr. the “siie of the call was wmatenal for purposcs of amsh 147 of that case. Smithv Mandand. 4217 5
735, 743 (1979) Whether a person dials 3 Iclephone number from his home, a tekephone booth, or any sther location
docs nol alter the nature of the actis ity , and thuts docs not aflext the Fourth Amandment analysis. The praivacy mterests
implieated are the same no matter where the calisg placed The same theory applics to bank reconds I mateers not
where somecone writes 2 check, or fills out 2 deposit shp—the prsacy interest 13 the tame

" pavton v New York. 445 U S 573, 559 (“The Fourth Amxcndment protests the indavedual's praacy i avancty of
sctimzs. bn nong 1 the sone of privacy more clcarty defined than when bounded by the unambiguous phy scal
dimensions of an indinsdual’s home==a rone that inds 1ts roots ia clear and specific constilutoetal teris” * The rght of
the people 1o be scoure in thewr  houses  shall not be violatod “Ylquotng US. Cust amend IV): Minncsota s
Carter, 525U S 399 (1998} {Kennedy | concumingh {11 15 bey ond dispusse that the home 1s entithed to special
protechon as the conter of the private lises of owr people. Secunny of the homs must be guanted by law i 2 world
whers prinaty is dimimished by enhanced sun ciffanes and sophisticated comniusication s stems )

' Silverman v Unied Staies, 365U 5 308, 511 (1961
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micter data may prompt a docinnal shalt away from the third-party doctnne, Several home privacy
cases shed light on this possible approach '

In Kilhe v United Sates, the Court hadl 10 decide whether the use of a thermal-imaging: device
from the outssde of a home that d dihe ofheat i Froum inswde the home was a
viclanon of the Fourth Amendment.™™ [ K)y/o, an agem1 of the Department of the Intenior
suspected Danny Kyllo was growimg manjuana in his home wath the use of high-mtensiy
tamps. """ The agent used a thermal imager 1o scan the outside of Kylla's apaniment 1o detenmine sf
he was using these “grow™ lanps.'** Thenmal imagers can detect enengy emitting from the ouiside
surface of an object '™ When stanmpg the hoine, the themmal nnager produced an nnage with
vanous shades of back. white, or gray-— 1he shades darker or lighicr depending on the warmth of
the area bawng scanned.* From the passenger seat of hus car, the agent scanncd Kylio's home for
several minutes." From bis scan, he determined that the area over the garage and one side of hus
home were selatively hot compared 10 neyghbonng homes. " Bascd on wtility bills, informam
tips. and the 1esults of themmal itmagmye, the agents obtained a warrani to search Kyllo's home.'
As u.._u_.on.mm. instde the homne the agents found a manyuana growing operation, including over
100 plants

Justice Scala first posited that “with very few exceptions, the question whether a warranless
search of the home 1s reasonable must be answered no ™' Searches of the home were historically
analyzed under the common law docimitie of Irespass.'™ but dunng the mid-20" century the Court
nstead archored the Founh A I tx & conception of privacy.” While ths test may be
difficult to apply in the context ol automobiles, telephone booths, or other public areas, i is smade
casier when concerning the home:

In the case of the search of the wtenor of homes—the prototypical and hence most
commonty litigated atea of prolected privacy—there s a ready crstenon, with deep icots in
1ha common law, f the minimal expectanon of privacy that exssey, and that 1sacknowledged

' n Apnl 2012, the Suprerne Coun will hear oral arguments in ot most recen hove privacy case. Jardmes v Flonda,
73S0 5d 34 (Fla 2001}, cer groowed, 2012 U'S LEXIS 7 (Jan 6, 2012){No 11-364), whore i will decide whether a

drug T at the fromt door of 8 suspect s housc by 2 traned dog 13 2 Fourth A d scanch requinng
probable cause. Thes case should shed further hight on the of pmacy ding the home:

"= Ksllov Lnned Stacs, 333U 5 27, 29 (2001)

:..h-&

_-nﬁ.h

Int gy

1 2950

B E ]

HE gy

B

414 The Nanth Crrcaat held that K fa had nor cxhibited 2 subyestise expectatson of pvacy i the home because he
did not asiempt 16 prevent the heat cmetng from the lamps from cscapng his home United States v Kallo, 190 F 3d
1041, 1H6 (9 Cip 1999 Further, the pancl held that even 11 he had 3 subpoein e expeciation of prnacy, f was nota
masonable ok since the imager “dhd not cxposc any satimeate dewilsof Kallo's hie ™ I a1 147

MKl 533U S a0 31

* Sve Olmstcad v United Siwes, 277U 5 43X (1428)

" men United States, 389U S 347363 (19671 (Harkin, ) concurmngl The mexdemn formulation of the reasonable
capectation of prmacy lest derives not from the maponty oprmon buk From Justice Habin's eoncurrence
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10 be ble. To wathdraw | of this x| would be to permil
police technolugy to erade the privacy gearanteed by the Faurth Amendment.'*

The Court ulti Iy held that "obtaining by sensc-enhancang tcchnidzgy any mfonnation
regarding the intenor of the home that could not atherwise hiave been obtaned wathow physical
intrusion into a constitutionally proteeted area constitutes a search—at least where (as here) the
rechnology in question is not in generml public use ™ Kyl aflinned the notion hal “an

expectation of pravacy in activities taking place mmside the home 1s presumptively reasonable

The Coun also protecied home pnivacy by prohilating the momioang of the location of a beeper
while inside a residence.™" In Lintted Stves v Karo, with the consent of a government infonmam
the police attached a beeper to the false botiom of a can of ether, which was sold to Karo."™ The
can of cther was T b several residh and e facilities.”’ The police used
the heeper to momtor the locaton of the can severa) times while 1l was located inside of the
residences.”™ The Count was asked to determine “whether 1the monitoring ol a beeper in a private
residence, a location not open to visual surveillance, violates Fourth Amendmen nghts of those
who have a justifiable interest in the privacy ofthe residence ™' The Court answered 1n the
affinnanve.

The Court resterated the long-sianding notion that “privare residences are places in which the
ndividuat nommally expects privacy free of povernmenial mirusion not a2uthorized by a warrant,
and that expectation 15 plainly one that society s prepared to recogmize as jusifiable.™™ Unless
there are exigent circumstances, ...wﬂ:.n:nn and seizures inside a home without a warrani are

I plively b, ™" The Court ulimately beld that the waraniless moatonng of
.__o_xu&xuE:.n__oa.ninunm.o::_.b.:o:._.snsqSo_n_.cs_l

Ayllo and Karo demonstrate that the m_uh:n:._n Count “has defended the home as a sacred site at
the “core of the Fourth Amendment,”™*” Although neither the Supreme Court nor any lawer
federal court has ruled on the use of smar meters, a few propositions can be deduced from Kylfe
and Kero beaning on 1his question,

Because sman meters altow law enft 1o access 1nfi n regarding detmls
occurming mside the home, a lughly invasive investigation that could not otherwise be perfonned
without intrusion ento the hotne, a court may require a warrant to aceess this daia. In Avitlo, the

" Kyt 533US. & 54,

"M §t (intemal quotaton marks omitted )
'™ Lemer & Mulligan, stupra note 64, 18,
'™ United Statcs v Karo, $6% Li.S. 705 {1984).
M Lt v08,

B 74

L8 a1 70910

[[L] 1

L a 714

Lt a1 714415,

M LLa TIR

'** Stephanic M. Sierm, The drviolare Home Hi o Fxoey lrws 1n the Fowrth Amenidmens, 95 Corsend L REv
Y03, 913 {2010) {ciumg Wilson v. Lavne, 526 U.5. 603, 612 (17#h)
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police merely obtained the rehative temperatures of a house,'™ and m Karw the police only
generally Jocated the beeper in the house."™ Alihaugh this information was kmited, the Coun
nonctheless prohibited such mvestigatory techniques. Smnart meters have the potential to produce
sagficantly more informanon than thal denved in Kyto and Karo, meluding what individus!
appliances we are using; wlether our house is enmipty or occumed; and when we 1ake our daily
shower or bath,"™ Funther, a look a1 Figure 1, supra, makes it clear that this level of infornation
s much more mtimaie than poor tecimologies used by law enflorcement. This depth of intrusion
supgests that ¢ may have a ble expectalion of privacy in swan meter data.

There is also a question whether smarnt meters are in “gencral public use.” (The police must use
techrology not in general public use for Kyffe 10 apply.)'™ Unforunately, the Court provided no
criterion for making this determination.'™ Several counts applying this test have held thay night
vision gopgles were tn general public use,'™ One federat distnet court reasoned that the gogutes
were regularly used by the 3..:...__.# and police and could be found on the [nternet, so were
considered in general public use.’™ In 2009, the Deg of Energy § that 4,75% of
all efectsic meters were smant meters.' ™" The deparmnent projects that by 2012 apyroximarely 52
million more meters will be nstalled. '™ With linle guidance on 1his 1ssue, it 15 uncenain whether
this jutng in numbers would elevate smart meters into the general public use calegory.

The means hy which dala 15 gathered also difTe the thermal-imaging in Kjffo from sman
meters. In KyHfo, the police independently pathered the inft using the tf ) imager; an
agent went cutside Kyllo's house and used the thermal inager himself.' ™ With smart meters, the
utdity company piles the inft and 1he police subpocna the company for the data. This
difference in means was matenial i onc lower court analyzing access to traditionad utility data.”®

It 15 not clear whether thas difference advises aganst applicanon of Ayifo here.

Mouosaic and Dragnet Theories

The second factor gunking aganst the application of the tlird-party doctone 15 composed of two
wterconnected theones: the wosaic and d: heones. The ic theory is grounded in the

't

wlen that survedllance of the whole of one's activiies over a prolonged penod s substanially

'™ United States v Kallo, 533 U S. 27, 30:(2001)

' Koo, 468 U S. 21 705, T09- 10,

"M RIST Panvacy ROORT, supranote 13,21 14 & n 35 Iisunclear whether the speeificity of the data from the sman
meter will directly alfect the congtitutiona) matvsis. Ksdko, 533 US. a1 37 ("The Fowrth Amendmens s protection of the
home has neyer been ticd 1o mcasurcaenl of the quality or quantity of information obtained ™). With Lhat said. the
NIST repon maintains tat sufficient information sbout the activities inside of the home are presented 1o implicats a
Kytlo, home seach analysis.

M gylla, 533 U5 0 1

1™ xee Douglas Adbing, The Supreme Court Anncounces a Fourth Amendment * General Fublic Use™ Standard for
Emerging Fechnologies bur Fars to Pefine Ii: Kyflo v United Staes. 37 Davvow L Rev, 245 {2002).

V¥ See United States v. Dellas, 355 F. Supp. 2d 1095, 1107 (N ©. Ca\. 2003}

'™ Unitcsd States v. Vela, 486 F. Supp 2d 587, 590 (W.D Te. 2005)

T Der” v oF Everuy, Susrt Grao Sys1ia RUMORT i {2009}, vyrlable ar hap Henergy. gon fsites/prod filesfocpwod!
Documentsand Meha/SGSRMn_GR707_lowrss pdf.

Ve gy

™ United States v. K3 Mo, 533 U 27, 29 (2001)

'™ Unised Statcs v. Melntyre, 646 F.3d 1307, 1212-12(8* Cir 2011}
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more invasive than a look a1 each item i isolation.”™ In the case of sman meters. this 15 the
difference between knowing a person’s monthly energy usage, and being able 10 discen a
person’s daly activities with considerable accuracy. This theory miersects wilh dragnet-styled
law enforeement techniques in which 1he police cast a wide surveiltance net, taking in a wealth of
personal mfonnation with the goal of finding cnminal activity among the stream of data.

Ahhough the Sapreme Court has never formally adopted the mosaic theory, there seems tobe a
ready-made majority f ly willing to conseder st."™ In Limsed Steates v Jones. the police used
o GPS tracking device to track Jones's movemnents for almost a month.' The majonity, led by
Justice Scalia. held hat attaching a GPS device on a vehicle for the purpose ol collecting
infonnation constituted a “scarch™ under the Fourth Amendment,'™ The physical miruston. rather
than a Kat=-type mvasion of privacy, was \he lynchpin of the decision.” Jusiices Alito and
Solomayor both agreed that thiz was a search, but on differemt grounds. Both discussed an
adaptation of the mesaic theory as prohibiting police from tracking a persen for an extended
penod of ime. Justice Alito, joned by Justices Breyer, Ginsburg. and Kagan, assumed that a
short-term search would ot violate the Fourth Amendment, but that “the use of Jonger tenn GP'S

itonng i investiganons of most offenses impinges on expeciations of privacy.” * Likewse,
Justice Sotomayor agreed with this "incisive” observation, noting that “GPS monitering generates
a precise, comprehensive record of a person’s public movemens that reflects a wealth of dewl
about farsulial. political, professional, refigious, and scxual associations.™""” Both of these
conments closely mimror those of the opimon below, which relied on the mosaic theory ~A
person who knows all of anather’s travels can deduce whether he s a weekly chiirch goer, 3
heavy dnnker, a regular 2t the gym, an unfarthful husband, an outpatient receving medical
treatinent, an assoaate of particular individuals or polmeal proups--and not just one such fact
about a person, but afl such facts.”™

Although the Jones majonty did not embrace the theory, the conc demanstraie
that five justices are flining with the idea. These arpuments resemble these made against the
unfettered use of smart meter data. With sman metcrs, police would have a nch source of
personal data that reveals far more about o person than tradinonal analog meters, Undersianding a
person’s daly activinies, including what appliances he is using, 15 a far leap from knowing s
monthly energy usape This is the difference between knowing about a single trip a person took
and monitonng his movements aver a month-long penod. The becackh and granularity of the
sman meter data may be scen as warmanting application of the mosaic theory and may perhaps
find receptive ears on the Court

Additionally, the dragnet theory may apply o collection of energy usage data. This theory siates
that surveillance normally permutted under the Fourth A b —such as i ga
person’s moveiments on a public street—becomes an impezmissible invasion of privacy when

"™ Lo Cent. Intclbigenes Ageney v Sims, 470 US. 159, 178 (1983}
7 e Onn Ken. VesoninCoxspiracy. Whar's the Status of the Mosaic Theon Afler Joaes?. hip v olokh com Tl 2!
U123 hatsthe s theon -aftes-jones’

'¥ United States v Joncs, #63US _, 2(2012)

Ral * TR

' pd md

™ b a1 13 {Alte. ), concemng m the judpment)

L a3 (S e, ) i 10 the pudpment and the oprmson

¥ United States v Masnard. 613 F 30 54, 362{0C i 2010
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conducied o a pralonped, 24-hour basis ' I such dragrst-type law enforcement practices as
respondent envisions should eventually occur,” Justice Rehnquist assenied earlier m United States
v Ksorss, “there will be ine cnough then 1o detenmine whether different constitutional principles
may be applicable.”™ Twenty-four hour access 10 our mnmate daily activities, including what
appliances we use, when we take our daily shower or bath, eat, and sleep, may push sman meters
into the dragnet category

Comncrding with the mosaic and dmagnet theories 1s the difference in soplustication and the
quanuty of the dala revealed between wraditional third-pany cases and sman meters. Companng
St wath Kaez provides msight mio this distnction. Pen registers, as used in Strth, have
“Jinmted capabilities™ —lhey can only record the awnbers dialed from a phone."" In comparison,
wn Kantz the police listencd to the conlents of Katz's phone call--the actual words spoken." In
nonng this distinction, 0 seems the Smuel Coun, in permuting the use of pen regsters,
intentionally trmited 1ts halding to the discrele sct of data conveyed—ihe telephone numbers
dialed Sman meters, to the contrary, have the potential to colfect and apgregate precise detail
about the activinics inside the home 1115 more than one packet of data, but reveals mimute-by-
munute activity, somethiny far more 1escaling, and anguably more like Aw: than Smih.

Assumplion of the Risk— Consent

The third difTerence between tradinonal third- party cases and smart meters is the nature of
services mvolved and whether the ¢ actually the nsk orc totlas
information beng shared with others. Assumplion of the risk and consent are the two leading
theones supporiing the third-pany docinne. In United States v Miler, the customer “assumed the
rish™ that the bank would tum over the bank recotds 1o govemment authorities.”™ That was a nsk
ke ook in dong busincss with the bank As to the consent theory, one commentator ashesd and
answered the question as follows: “When does a person's choice to disclose infonnation 1o a
third-party constitute consent to a search? So long as a person knows that they are disclosing
mformation 1o a third-party, their chaice 10 do 5015 voluntary and the consent vahd.” e

With banking or ielephone services. a custormer has the opon of transfeming his business to
another bank of another ielephone carrier. '™ To the contrary, because ¢lectric utihites are
essentially menopolies, the cusiotner cannot sumply switch scraces. The only way 1o averd the
recordation of his electne usage 15 1o terminate hus utility service altogsther, an imgracticable
option i modem socicty. AS one state cowrt has noled:

Eleciricity, even more (han iedephone service, 13 2 “necessary component” of moder hile,
pervading every aspect of an individual’s busmess and personal Bife: i heats oud homes,

o 53R

= Ulsited Staten v Knotts, WU S 276, 28384 { (93] Becsuse B statement was nol cssential to the holding. it was
dicium persuasivz, but not binding.

1 Sireh, 412 LES a1 740 {oiting Katr v Unined States, 389U § HT (4967,

" Raiz, 389U §. 0 343
) sk, 442135 at 748 totemy Unued Ststes + Maler 425U S 435 (1976)
™ e Thind-Pany [hxcinne, supra ootz 115, 20§38
Y Contra Sk, 442 U'S al 750 (M anhall, ) | dissenungh{ |Ulcss a person 1 prepased 10 (orgo use of what for
many has become 3 person:l o peofessienal necessity, e canmot help bul aceept the nsh of sencillance. s wife o
speak of “asturmng” he nsk. n comeus where, 25 3 practical malter, wndiduals kan e noscalistic atemain .7}
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powers owr appliances, and lights our mights. A requirement of recewving this service is the
dhsclosure 1o the power company {and inthes case anagent ol the state) of one’s identity and
the amount of elecincny being used. The nature of electrical senvice requires the disclosure
of this il bt than diseh 18 anly for the limied business purpose of obaiming
the service ™

It 15 not clear whether assumption of the nsk or no._mn_... should apply 10 siart meters. It ss
reasonable to assume thal custotners understan comy must collect usage dalato bill
the customer for that usage. Customers receive their sitement each momb demonsirating this
fact. However, most customers are probably not familiar wath the soplustication of smant meters
and the detailed data sets thal can be derived from them. Even if customers are aware their wiility
usage can be recorded in sub-fificen minute intervals, a reasonable customer would probably be
surpnsed, 1fnot shocked. to know that data from sinan meters can potentially be used to piopoim
the usage of specific appliances. [f knowledge of the sophistication of the data is a prerequisile to
assumption of the nigk or consent, it 1s difficult to say whether a reasonable customner would
understand the privacy inplications with this new techmolopy.'™

Because smart meters are an emerpang technology not yet judicially tested. i 1s difficult to
conclude with cenainty _.cs_. they s._u_-_.- be handled under the Fourih Amendmeni. Further,
beyond the possibl | ymp of sman meters, federal conunumication and
pnvacy 22.:2 may also apply. As :o_a by Professor Kerr, “in recent decades, legustative
pnvacy rules governing new technologies have proven roughly as pnvacy protective. and quile
often more [ than, parallel Founth Amendment rules '™

Statutory Protection of Smart Meter Data

Thos section discusses federal stanitory protections that may be applicable to the contenls of
communicalions sent by a stnan meter, independent of the Fourth Amendiment, while they are
either stored wathin the smart meler prior 1o , duning tr or afler they have
been delivered 10 the utity Three federal laws, ___o Clectronic Commumcations Privacy Act
(ECP'A),"™ the Stored Comnunications Act (SCA),™ and the Computer Fraud and Abuse Act
ICFAAI™ may be applicable to these and are discussed in snore detl below

= In re Restraut of Maxficld, 133 Wn.2d 332, 391 (Wash 199T); see ofso Balough, supra now 63 at |K$
~ F United Suues ¥ EH&EF S_ F3d 266, 238 Aq.n n: im _1»__._54 ..:2.8_ E.i_r.. business reconds, a3

oﬁ.ﬁon 1) the d vanety of " at smc here )

™ Kem, Fourth Amendurent and New Fechnol, supro note |14, 31 806

** For mare detarked information on ECPA, see CRS Report R11733, Prvacs- An (henies of the Elocironic
Communtcartans Privacy Act, by Charles Dosle.
* For a more detsited discussion of the SCA_ sce CRS Repon RI1733, Pavacy: An (venvew of the Elecirunie
Communicatans Privacy Act, by Charles Doy le.

** For morc detailed information on the CFAA, sec CRS Repont 97-1025, COvbersnine: An fhervaew of ihe Fedvrt
Compurct Froud ond Abse Srante ot Related Foderat Crminat Lows, v Charles Dos ke
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The Electronic Communications Privacy Act (ECPA)

ECPA, enacted in Ewo. “addresses the mtercepiion of wire, oral and elecironic
commumeations.” ™ The statute defines electromc comnmnications as “any transfer of signs,
signals, writing. images, sounds, _EF or .:E__.rnznn of any aature transmaitcd s whole or i pan
by a wire, radio, clectromagn I mc or photooptical sysiem that affects E.nﬁn_n or
foreign commerce. .~ Based on __.n _._nuﬂ.._s_u_.. of the sinart meter netwosk provided above, ™

the envisioned iransmission of customers’ energy usage data by siman meters would scem 1o fall
squarely within the defimuion of electronic communications undes ECPA.

ECFA generally prohilas the Interceplion ofel alions. but alse provides a
mechamsm for government entitics to conduct such sun n.__n:na and a number of other
excephions. ™ Additionally, the statute provides 1hal imerception under the procedures and
exceptions sct forth in ECPA, or pursuant to the Foreign Intelligence Surveillance Aet. arc the
exchusive ineans for mlercepting electromic communications ™ The unlawfl migrception of
electronic communicalions in violation of ECPA 1s g lly pumishable by 1 for not
more than five years and/or a fire of not more than m._uc 000 for indsaduals nd not more than
$500,000 for orgamzations.™

Of particular relevance 1o the immedinte discussion 1s the fact that ECP'A peromis miercephion of
an electronic communication where a panty to the ¢ tion has | 1o such
terception,™ fn the context of a smart meter network that ts the subgect of this report, t appears
that the utility would be a party to all of the communication sent by the smart meters, since it is
primarity receiving that information for its own billing purposes. Thesefore, il the utility consents
0 law eaforcement’s imercephion ol the traflic which ts addressed to i, that surveillance would
not appear 1o violate the prohibitions in ECPA.

ECPA also provides a procedural mechanism for Jaw enforcement 1o conduct surveillance
activities for investigative purposes without the consent of any party to the conununication. The
statute limits the rypes of criminal cases in which electronic suneillance may be used™ and
requires court orders authorizing electronic surveillance ta be m___u_..n_._n& by _.._.c.uu_.._n cause to
believe that the target 1s engaged sn coominal acuvities, that | snvestiganve Jues are

Congressional Research Service b

RIS Rept. 9540 a1 3.

"B USC 425112}

! See rupra note 47 and accompamying lext (notng thal sman meters may usc a vancty of commumications
technolopes, inchading fiber optics, wireless networks. satellie. and broadband over povier binc}

TIMUSC §2516 m«nn-.._aana.ﬂ. things such 25 intcrcepbion with the consent of a party to the comamunicaton and
thtereephon by comnunicalion sen ice fwosiders a8 an incident & providing senace

OB USC S5IIINN FISA defines eleetrotic surveillance 1o uielude moee than the mteteeption of wike, ofal, of
clecironic communications, 3 US C. §1800(f), bua places limitavons on 115 definttion based upon the location or
wieitity of some or all of the partics to the communicalions invohed.

1 ~Excopt as provided in (b} of this subscetion or in subsection (5, whoover violates subsection { 1) of this section
shall b Fined under this uike or imprisoned not more than fise vears, or both ™ 13 1.5 C. §2511(4Na}

IBUSC E25112Ne)

™ The list of cosercd crinunal provinons can be found 2t 1B US C §2516(1), and includes offenses such 2t violenee
a intcmational airports, animal caicrpris: terronsm: arson. bribeny: of public officials ui_ wilnesses: enlaw _.e_ use of
cxplosives; fraud by wire, adio, or Icievision; (oo attacks against mass P sexual expl of
children: narcotics production and traflicking: and many others
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wsufficient, and that 1he facilines that are the subyect of surverllance will be used by 1he target o=

It also limts the use and disscrsnation of infonmanon miercepted.”” In addinon, when an
mterception order expires, authonties nust notify those whose communications have been
miercepted.”™ Law enforcement may also conduct electrome survesllance when acting in an

gency situation pending issuance of a court order.”

The government may alio conduct electronic surveillance under the authonity of the Foseign
Imcligence Sunveillance Act (FISA). FISA gavems the gathenng of information about foreign
powers, including internanional terrorist organizations, and agents of foreign powers. ™! Although
it is often discussed in relation to the prevenlion of i it applies 1o the gathenng of foreign
intelhgence inforination for other purposes.” ' Alihough some cxceptions apply, such as for
emergency “* the gov typically must obtain a coun order, supported by
probable cause, from the Foresgn Intelligence Sun esllance Court IFISC). a neutral judicaal

decision maker, in erder to conduel electronic surveillance purinant ta FISA.™

The Stored Communications Act (SCA)

The SCA was enacled m 1986 as Tile |1 of the Elecmome Communications Prnvacy Acl
(ECPA). ™™ 10 "address]] access 10 stored wize and elecironic o ations and ]
records.”™ " The SCA prohibits unauihenzed persons from accessing a facality through which an
electminic commuicition service (ECSY is provided. or obtmming, alienng, oF preventing access
1o an elecironic conununication while it is m efécirmic storage in an ECS = The SCA also lisnits
the circunstances i which providers of ECS or n remate compratnng: service (RCS) may disclose
information that they carry or maintain,~' The SCA also provides amechanism by which law

enforcement may compel the disclosure of stored compumcatons.”™

The terms “elecirome communication service.” “remote compuiing services,” and “clectrome
storage™ are all specifically defined by the SCA. As descnbed above. the SCA applics only 10
providers of either an ECS or an RCS. stored communications held by other fypes of entities are
not protected by the SCA. Therzfore, in order to deternune whether thie SCA would prolect stored
information collected by a sinan meter, 1his report will first examine whether a utiliy"s
deployment of a smant meter network falls wathsi the definition of an ECS or an RCS and then

TR UGS C M6, TR

Tausc 247

TR S O J25188}

YIRUSCSBIMT

I Soe SUUS C $180)a) (definnion of “fortign power |

' For example. il extezsds v the colleciion of informauon necossars for the conduet of foresgn sffas See SOUS C
$IEDN(e} (defi of “foreign intehl fi )

Y 30US C. §1805(c}

SRS USC £51301-1808 FISA authonsrs clecromc sun millance withowt 3 FISA arder in sperificd instanees

«m olving comnumcations between foceigh pomers SOULS C §ise?

TP 9I-S0R

TIUE Repl WS4 3

TTRUSC §270)(2) Unsuthonred access includes cueecding an authoneration to use the il L
TIUSC 2702

TIRUSC 2703
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discuss the protections and disclosure restnetions that maght apply 1o any smart ncter neiwork
1hat qualifies as an ECS or RCS

Electronic Communication Services

An ECS is defined by the SCA as any service which provides users “the abilily to send or recerve
wire or electrome communications.”™ " The statute also defines an ~electromic comamunication” as
“any transfer of stpns, sipnals, writing, images, sounds, data, or intelligence of any nature
transimitied in whole or in part by a wire. radio, ¢l 8 photoelectronic o photoopti
system thal afTects interstaie of forengn commeree ™ As deseribed above, one of the essential
funchions ol 2 stnart ineter would appear to be the capability to transmit consumer electnenty
usage data 1o the smart grd using a variety of communicanons technologies. ™ These
transmissions would seem to fal) neatly within the SCA's defimuoen of an clectrome
communtcalion, Therefore, whether a sman meter network would quahfy as an £CS would likely
depend on whether the deployed sman meters could be sad 16 be providing this ability to users

It 15 101 clear whether n would be accurate to calegonzally descobe sinart melers as providing
customers with “the abiliry to send or recgive™ communications. It could be argued that a wility
customer would use the smart meler 1o ransmit usage information to the uliliry, in the same way
that the same customer uses a tradiional meter to record houschold electncity usage overa
lling peniod. However, the Ninth Circuit has suggested that an ECS should not include
simations 1 which electronic communications are used only “as an ierdent 10 providing some
other service, as 15 the case with a street-front shop that requires potenial customess to speak inlo
an intercom device before penmitting eniry, or a “dave-thru” restaurant that allows customers 1o
place orders via a two-way intercom located beside the dave-up lane.™* On one hand, ut may not
be accurate 1o descnibe utility customers as users of smant meters a1 all, particulasly 1f the
deployment of such smart meters 15 intended principally for the benefit of the utility and does not
change the expenicnce of utility customers. On the other hand, some of the proposed uses of
deploy cd smant meters may nclude using collecicd data fos the benefit of the customers, for
cxample by deterruning the enerpy efficiency of specific houschold appliances. " As a result, the
ultimate classification of a paricular smart meter network as an ECS may depend largely on the
specific facts present, such as the manner 1n which 11 1s marketed, of the ostensible purposes for
which ihe ransimssions are intended te be used.

If a smant meter network qualifies as an ECS, then transiuissions comaining smart meter data
wutid be protected under the SCA only while such ransmissions are in clectronic storage, as that
term 1s defined by the statute.~ Therefore, one must first determine whether, and under what
circumstances, the data collecied by a siman meter network 15 1n electrontc storage in order to
detenmne what prolections apply.

18USC §2310{15)
HEUSC S2310{12) Wire iong are defincd a5 tng the kuman o ad are not
implicated here, 18 UGS C §1514K1)
= S supro note 47 and accompam ng tesl
* Companmy v Unaed States (fn re Unitedd States), 339 F5d 1132, 1L 19* Cir 2003) (hokhing that defimtion of ECS
includes sen ice that provedes deners with the sbility w make phone calls from ther car for directory msistance.
dning directons, of roadside asastance bocause thoss actiities are tunngically communicati £)

1 Sce supra note §
“IRUSC §2Tn

Cengressivnal Rescarch Serviee bt



Smart Meter Data: Privacy and Cybrrircurity

For purposes of the SCA, a communicatton ts in electrone storage al an ECS 1f 1115 in temporary,
intennediale storage incidenital 16 clectronic transmission o in storage for backup protection.™
As applied to the swart meter network, data resading on the smart ineter itself prior [o being sent
to the utility would appear 1o be in electironsc storage, as such storape is likely temporary and
undertaken solely i anucipation of some eventual transmssion 10 the ut In contrast, once the
data has armived at the wiility and resides on its servers, it niay no longer be in temporary of
stenmediate stornge. However, some form of the communicalions may still be being held for
backup purposcs, and in such a case imight be considered in elecironic storage under the statute.
To the extent thal the data would be considered in eleciromc storage, either while on the meler of
on the utility's compuiers. the data would appear to be subject 10 the SCA's provisions applicable
to provalers of ECS.

The SCA prohibits ientionally accessing withowt authenzanon, a facility through which an ECS
is provided and ewr.:...:.um.. altering, or preventing access 10 an electronic communication while it
is in electronic storage.™ Crinina! penalties for viotating the SCA’s prohib on honzed
access slar at impnsonment for not more than one year (not more than five years fora
subsequent conviction} and'or a fine of not more than $100.000 **' However. violations

d far mal Y. lorlious or cnnunal purposes are subject to higher penahiics
and may be puntshed by smprisorment for not more than five years {nol more than 10 years for a
subsequent nﬂ:—_n__n_:v and'or a finc of not more than $250.000 (not mare than $5060.000 lor
arganizanons} * Vicums of a violanan of the SCA also have a civil cause of action for equitable
redicf, reasonable awtomeys’ fees and costs, and damages equal 10 the loss and gatn associated
with the olfense but not less than $1,000 =

The SCA generally restricts the abiliy of providers of ECS to disclose the comtents of

[ alions w electronic e, ifthe ECS is offering those services to the publie.™
However, the staiute also pennits cenain disclosures 1o law enforcement. Such permitted
disclosures by a provider of clectronic communication services to law enforcement can be cither
voluntary or compelled. Novmally, volumary disclosure 1o law enforcement 1s authorized only
the ¢ of the ication were inadvertently obtained by the service provider and
appear to peniain to the cammussion of a cime.”" However, it should be noted that the wility in
this case appears to be the intended recipient of all contmumications sent over the smart meler
network, and the SCA's restrictions on disclosures of electronically stored information held E
ECS or RCS providers may generally be overcome if an fed reciy of the

consenis to e disclosure.™ Consequenily, the utility may have maore latitude to share
cotnmunications in efectronic storage with law enforcement 1han a traditional provider of ECS,
such as a telephone company, would have.

= IRUSC F251KIT)

D% 1RUSC. §2700a) Unauthonrod aceess melides exeending an suthonization o use the facifin Jof

)L USC. $2701bKD).

“IEUSC §ITCIHbKEN

)RS C $2707

)R US C. $2I70Map 1) (a person ox enufy providing an chectronic comemumication scrvice o the public shall not
Lnowingts diselge to eny person of caluy the contents of a whale in el storage by that
wnKe).

B LUS.C. §2T0XbNT).

T e IBUS C. J2702bX3)
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For purposes ol compelled disclosures (o law enforcement, the SCA disinpuishes belween recent
communications and those that have been in clecironic storage for more than 180 days A scarch
warrant is required 10 compel providers 10 disclose cormumcations held in electronic storage for
180 days or less.”” However, communications held for more than £80 days may be obiained by

law enfor hrouph a warrant, suby or a court order supponed by specific and
amculable facts suffictent to establish reasonable grounds 1o believe that the contents are refevam
and | toan o & criminal ir bl o whose cc ions have

been disclosed are rn:n_u..:% required E be g given notice ol such disclosure, bul such disclosure
tnay be delayed if notification might sesult in endangenng the lile or physical safety of an
individual; flight from prosceution; destruction of or 1anpering with evidence; intmudaten off
_iﬂu"s_ witnesses; or otherwise seriously jeopardizing an investigation or unduly delaying a
il

Remote Compuling Services

It e5 Jikely that the classification of a simart meter network as an RCS would similarly be faci-
dependemt. The SCA defines an RCS as a service in ==_n= COMPULET SIOTARE OF PrOCEsSINg
services by means of an ECS are provided to the public "™ i 13 concervable that the data collecied
by smart meters may in fact be stored or processed by the wiility, but there 15 na mdicavion thal
such storage or processing would be calcgoncally provided as a service 1o the public, rather than
solely for the utiity’s intemal benefit.™ IT such semvice 15 not provided 10 the public, then it
would likely be inaccurate to classify the sman meter network as an RCS. However, i one ol the
feattires of 4 pamicular smant meter deployiment is to give customers the ability to store or process
their usage daia, then it would appear to qualily as an RCS

For those smarl meter networks which n_E._._w as an RCS, the SCA g {ly protects the ¢
of electronically v | “camed or 1 on that mn..:nn for
customers of the service. Disclosires of such infonmation are generally prohitited,™ but the SCA
also provides a means for law enforcement o obtain access to the contents of such

ations. The gov may obtain a wasrant supported by probable cause, of use a
E_u_.cn:u or a coun order supponted by specific and amculable facts sufficient 10 establish
reasonable grounds 1o beheve that the ¢ e relevant and malenial (o an ongoing cnminal
nvestigation.™” However, use of 2 subpocna or court order supported by specific and aniculable
facts also requires the goncritiient 1o give prior notice (o the customer whose mforsnation 15

an

sought, unless particular circumstances wartant delayed notice.” RCS customers whose

IBUSC §27030a).

B RS C. $§2705(d). Some courts have held et s * le grounds™ starslard vs a less ok ling standard
than “probable cause ~ f«?ibuﬂ_ﬁgﬂ_o:ﬁcap&mgna.nuaﬂ&uf 31334 Cu. 20NN Fnu_ucuu..n_ﬁpn
that this | §2703{d)] standand 18 a kester one than probable eause )

RSO g5k

IUSC 211

* However, if some other service provided by the utifity allow 3 the data colleeted bu # sman mcter to be stored or
manipulated for the benefin of the uukey s customers. i 15 possible tha this system would fall within the defintion of
an RCS

1 The SCA allows providers of an RCS 1o disclos: stored communications with the consent of the subsenibes of an
RCS_ 1RUS C §7702b)3}

HUMUS 703N

M IEUS.LC. §2703(XINB)
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communications have been disclosed m violation ol the SCA may pursue a caval cause of action
for equitable relict, reasonable anomeys fees and costs, and damages equal 10 the loss and gain
associated wath the offense but not less than $1.000.7*

The Computer Fraud and Abuse Act (CFAA)

The Computer Fraud and Abuse Act {CFAA) prohibis itentionally accessing and obtaiming

inft from a comy used n or affecting interstate conunerce, without authonzation or in
excess ol a granted authorization ™ The defi ofa computes for purposes of the CFAA 15 an
elecirenic, magnetic, optical, electrochemical. or other high speed data processing device
performing logical. anthmetic, or storage functians. and mcludes any data storage facility of
commmunications facility directly related 1o or operating i conjunction with such device”
excluding n sutomated 1ypewniter o typesctier. a poriable hand held calculator. or other sinular
device.. ™

The servers on a utliy s network would likely fall squarcly withm the definibon ol a computer
under the CFAA Sinulazly, sman meters themselves also appear to meet the definition of a
compuler. insofar as they store custotness” enery wsage data and also perform logical operations
by routing transimissions across the unlity s network. Addrionally, in light of the significant role
that energy uishuies play i the modern economy, the sinan meter network would also likely be
considered 1o have an cffeet on inferstale commerce, even if they operate entirely within one
state. Therefore, imennionally gaming access to the wiility s servers of smart meters 1o oblain
custorer dara would likely constilute a wolation of the CFAA 1T done without the utility's
authorization or in ¢xcess of an authonzation grarted by the utility.

The cnminal penalties for violatg the unauthorized access provistons of the CFAA have athree
tier senlencing structare, Stmple viol are punished as nusd I for not
wore than one year and'or a fine of not more than $100,000 (5200,000 for orgamzations). ™ At
the next level, cases in which' “(1} the offense was committed for purposes of commercial
advaniage or prvate (inancial gain; () the offense was commitied in furtherance of any criminal
ot tonious act in vielation of the Constiution o laws of the Unmiied Siates or of any State; or ()
the value of the information obtamed exceeds 55,0007 may be pumshed by imprisonment for not
more than five years and'or a fine of ot nore 5230,000 ($500,000 for organizations).”™ The third
tier 13 for sepeat offenders whose punist 1s increased 10 impnsomment of nol more than 11
years and'or a fine of no1 more than $250.000 {$500.000 for omzamizations) for a second or
subscequent conviction.™

HURYSC 27

MORUS C. 103MaN2) For more detarled information on the CFAA. ree CRS Repont 97-1025,.( Abercnme An
veniew of the Federad Cumptuer Froud and Abuse Samre and Related Federsd Cnsinal Laws, by Charles Do ke
TTIBUS C. §H0N)

MBS C$I030EHINAN

TIRUS C §IU3ENINBY

RS C $30500c). 35T
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The Federal Trade Commission Act (FTC Act)

Section § of the FTC Aci prohibits “unfur or deceplive acts or practices in or affecting
commerce™ | and pives the Federal Trade Commission {FTC) junsdicuion to bring enforcement
actions against "persons, partnerships, or corporations” that engage 1n these practices.™ In the
past, the FTC has used 1s awthority under Section 5 to take action against businesses that violaie
their own privacy palicies or that fail to adequately safeguard a consumes's personal
wlormation.™" Although there do not appeas 1o be any cases in which the FTC has taken acuon
agains an electne wility for fuling 10 protect consumer smar meter data, the Corminission woull
have authonty to enforce Section 5 agmnst a utility: that fell within us statutory junsdiciion

Covered Electric Utilities

Thus section considers whether the FTC would have Section 5 junsdiction over each of the four
wypes of electnic utilities identified by the Energy Infonmation Admimistration (EIA)- mvestor-
owned, publicly owned, federally owned, and cooperative 11 finds that the FTC cleasly has
Junsdiction over investor-owned utilines. It 15 wnclear whether the Commuission has sunsdiction
over publicly owned uilities or federally owned utilities. The FTC could enforce Section 5
aganst for-profit electnic cooperatives, and case law sugpests that nonprofit electric cooperatines
may also be subject 10 the acts requirements.

h

The FTC has junisdiction to enforce Section 5 agamst = T 5. OF COTPOFanons,”
with excepuions not applicable here “* Unilities that are ”wn-mo_..m- or “partnerships™ would be
subject to the FTC's enforcement powers automancally,™ as the stature does not provide any
addinonal junsdictional requircinents fot these entilics, Mout elecinic uhibties. however, are
orgamzed 2s Jepal that would iy fit within the definion of “corporation.” The
FTC Act states that, for the purposes of Section 5, the tenn “corporation”

1%l be deemed 10 include asy company, trust. Mled ML h trust, o associalion,
1ACONp d or ¥ d. whach = orgamized ta camry on b for 118 own profit or
that of vis members, and has shares of capilal or capatal stock or cestificates of 1sterest, and
any company, trust. so-c3lled Massachusents trust, of assocntion. mearporated o
umncorporated, withowt shares of capital or <ap:al siock or cerificates of 1merest. except
vuzsnu_:ﬂm. which 15 orgamized to @y on business for s own profit or that of us
members -7

TSUSC HHaK

HE5USC HHaK)

M L ~Enforcement of Data Prvacy and Secunny,” mfmep 41 see also NIST Privacy Rirorr, supronote Bl 13
02

Hpvrray Ixo Abvins | ELFCmic Powse I sty Ovirview (2007) [hercinafier E1A EIFCIRI POMIR
Orvipviw|, muleble orbitp [muw esz gos ‘encallclectricity Jpageipnm2i0c 2 hml

IS US C. HSaN2)

4% The FTC Act docs not firther define “persons”™ or “pannershups” of umpose am additonal junsdictional
requirements on these enitics in the way that s does. for “corporatons ™ See 15 US.C §44

HPUSC M
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Tins defimion, pariicularly m sts use of the words “shall be deemed 10 __.n_:&n sugpesls thata
wide variety of lepal could Hy ¢ “eory
Dental Ass’n v FTC, the Supreme Count remarkedt that the "FTC Act directs the Commission to
prevent the broad set of entities under its junsdiction™ from So_u:_.m Section 5.7 In that case,

the Count found thal the lerm "cory "™ also included so long as they
...:—ﬁao._ significant cconomic benefit to their members ** .::E as the Count’s opinion
ales, the key q when d digther an entity 15 2 "corpormtion” for the

purposes of Section 3 junsdiction 15 not what _nmw_ fomn the entity 13kes, but rther whether the
entity 15 “organized o canry on bustess for ls own profil or that of ns members.”

Inveslor-Owned Utilities

Ivestor-owned wilines are clearly subject to the FTCs Secuon 5 jurisdiction &s “corporations.”
The EIA defines investor-owned electne utilitics as those that “have the fundamental objective of
producing a profit for thor investors”™ and distribuwony these profits as dividends or resnvesnag
them in 1he business.™ These utilities satisfy the definition of = corperation” under the statule
because they are companies organized to camy on bustness for the profit of thesr investors.™!

Publicly Owned Utilities

1 15 unclear whether the FTC has Section 5 jurisdiction over publicly owned utilities. The agency
probably Jacks jurisdiction over these utililics if it charactenzes them as “corporations.” but it 1s
possible that it may bave punsdicton over them 1f it charactenzes themn as “persons.” Publicly
awned utilitics include “municipals, public utility districts and public ._5—.9. distncts, State
awthorities, immigation districis, and joint municipal action ageneics. ™™ The EIA describes these as
“nonprolit gov: ities that are organized at n:rn« the local or State level,” are excinpt
[rom state and federal mcome 1axes, and “provide serviee 10 their communitics and nearby
consumers at cost.™™* ln contrast to investor-owned utililies or cooperatively owned utilities,
publicly owned utilities obtain capital by issuing detw rather than mn__.:m an ownership interest in
the utility 1o investors or memnbers. ™

As “Corporations”

Publicly owned unlines probably do not Rl witlin the FTC's Section 5 junisdiciion over
“corporations™ becanse they are nol org | to camry on busi for profit. Rather,
20 fonn these unl for the sole purpose of distributing electncity 10 consumers at

PECal Dental Asy'ny FTC 526015 756, 765 (1999) (cmphasis added) (inicmal quotation marks omitied)

P4 o A,

T EIA ELretiic Powen OvERVIER, supnr nole 254

¥ Indcod. the FTC has asserted Section 3 jurisdiction over hokding companics with im.esy ed electsic witin
subsidianies i the past. e, ¢ g, DTE Encrgy Co , £31 F T.C. 962 (M 15, 2000) (complaint), CARN Erengy {orp
{27 F T C. 827 (Junc 2, 1999 {complaim} Ner afso fn re DTE Energy Co | FTC File No. 001 0067 (May 15, 2001)
(consera ordex); Ja /e CMS Encrgy Corp. FTC File No. %91 D046 (June 2, 1999) (consent order).

> EIA ELCTRIC Powea OVER 16w, supr note 254

* e

3 D E. McR i, Pestic Unuines. Masaorniesy Chaiexces rom e 211 Cextury 165 (2008}
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cost ™ Sigmficantly, when publicly owned utlfities realize net incomie— that 1s, revenues they
eam in excess o__..rnr. expenses—ihey erther (1) use it 10 finance their operanons in lieu of
_mms.aw_ao-n debit,™ or (2) transfer it 10 the general fund of the polincal subdiviston it they
serve.”” These utilines typically lack investors or members 10 which they could disinbute net
incoine as dividends.™ Ths, publicly owned utilities are probably not “organized 1o carvy on
business™ for profit and are probably exempt from the FTC's Section 5 junsdiction 1
chamctenzed as “corporations.”

As “Persons™

It 15 unclear whether a court would find that the FTC has Section 5 jurisdiction over publicly
owned utilities as “persons.” as a court could employ several different canons of statutory
interpretation when deciding whether “persons™ inctudes state or local govermunent entities™” In
the §980s, the FTC attempted 10 assert Section § junsdiction over two state-chariered :.E_.n__é
corporations—the citics of New Orleans and Z.a:n&.o_.ulﬁ persons,” alleging that the cities
eagnged in unfasr methods ol comp by n e hugh
prices and stifling competition ™ The C fater withdrew both plai and thus no
count considered whether junsdicton was proper, Mose recenily; the Commussion has ﬁ«a:n.._
Junsdiction over state government nwgn.nu than regulate cenain professions such as dentistry,”
optometry,”” and funernl services.

There appears 10 be only one court case thar engages in a full discussion and interpretation of the
meantng of “persons™ under Section 5. In Califorma State Boand of Optamerry v FI1C, the D.C.
Circwt Court of Appeats considered “whether a State acting an ots sovereign capaciy is a “person’
within the FTC's enforeement junsdiction.™™™ The FTC had issued a rule declaning “certain state
laws restncting the praciice of optometry to be unfair acts of practices.” " Peutioners, which
were stale boards of optometry and professional associabans, argued that the court should stnke
down the rule becawse it went beyond the FTC's statory authority. ™ In vacating the mule, the
court found notlung in the relevant provisions of the FTC Act “to ind that Congr ded
to authonze the FTC to reach the "acts or practices” of States acting sn their sovereign
capacities.™"

UEIA Erretese Pow rx OveERVISS . s nose 254
" MeNaen, supra note 26, 1 163
™ EEA Erreisc Prwes OVERVICW, sighd note 254
5 AMcNun, spro not 264, 20 163

™ In contrast 1o entitics that are “corporations,” the FTC docs not have 10 show thal entitics qualifiing as ~persons™ arc
arganized for prafit. See 1I5US T 84

*fre Cuw of Minncapolis. 103 F T.C 304 (May 7, 1935} (order withdrawing complatas), B re Ciry of Kew Orleans,
WSFTC @ {Jan 3, 1985) {order withdrawing complan)

M tnre N.C State Bd of Denal Exam'ss, 151 F T.C. 607 (Feb. 3, 2011) (state action opuion). fo re South Carolina
State Bd. of Dennstry, 138 FT.C 229{Sepu 12, 2003) {eomplant}

37 In e Mass. Board of Registration i Optometry, 110 F T.C 549 (June 13, 1928) (decision)
' Inre Va Bd of Funeral Dirs. & Embatmcrs, 138 F T C 645 {Oct 1, 2004) (complaing).
g0 F 2d 976, 9D C Cir 1990).
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A coun approaching the question of whether ~persons™ includes publicly owned whilities would
stant with the language of the staluie. Counts traditionally give broad deference 1o an agency when
the agency intespres the extent ol its awn junisdichion unbess the reach of ns junsdiction is clear
fromn reading the statute "under ordinary principles of construction =™ Ancmpiing to discern the
Corumission’s junsdiction under Section 5 of the FTC Act 15 difficul, as the statute does not
define the tenn “persons™ for the purposes of that provision. Tatle 1, Section 1 of the Unated
States Code (1he Dictionary Act) provides: “In determiming the meanmg of any Act of Conpress.
smless the comiexs indreates otherwise . the words *person” and *whoever” include corporations,
contpanics, associations, finns, pannerships, socicties, and jont stock companies, as well as
individuals. ™

Howevet, the context in which “persons™ appears in Section 5 probably forecloscs the use of the
eEaull definstion of “person” n the Dictienary Act. In Scction 5. Conpress hsted the 1erms
“persons,” “parnerships,” and “corporations” separately, wlich indicates that it miended 10 give
each tenn independen sipmificance. The terms “corg ns” and " hps™ would not have
independent meaning m Section 5 if the term “persons™ i Section 5 included the entities Sisted in
the Dictionary Act. Furthermore, the FTC Act requires that “corporations™ be orzanized for their
awn profil or the profit of their members in order for the FTC 10 exercise junsdiction over
thein—a requirement it does not impose on the other entines ' By reading the torm “persons” to
include the enines lisied in the Dictionary Act, the FTC could evade this addinonal requirement
simply by bringing ils complaint against an entity as a “person” rather than a “corporation”™—-a
vesult that Congress probably did not intend. Thus, a court that ended us analysis here could find
tha the meaning of “persons™ remams ambiguous. The court could then choose 1o defer 10 the
FTC"s broad interpretation of its own junisdiction under the Supreme Court’s decision m Chevrun
USA, tne. v NRIXC, he™

The Californta Opiometry court, however, declined to defer 10 the FTC's interpretation of its own
juresdiction because 1t found that prirciples of federalism outweighed Che deference.’™
Quoting the Supreme Court's decision i Wil v. Michngan Depertment of Seate Police.™ the

T 5 Cal Dentak Ass'my FTC. 526 U S 756, 76566 { [999) " Respondent urgrs def? 0 thus interp ef
the C s Junsd. o sble. Bul we have torev iew the call for deferenee here, the
ion urged 1n respondent s bned bang clearly the berter reading of the statute under ordinan, prncrples of
“){mtemnal d), sce alio Chesron US A | Ine v NRDC. lnc 467U 5 £37, %4243 (1934)

T IUSC Sl femphasts added)
e 1515 C 14
e, 367 1S ot B42-43 In that case. the Court held that

When 2 court revien $ n agencs s construcuon of the statuls which it adausssions. 113 confromed

with o quesuons First, alnay s, as the question whether Congress has direethy spoken to the

precise quesuon a issue [T ihe icet of Congress is clear, that 13 the end of the matier for the

cout, as well a3 the agency, must g e clfeet 10 the unambiguously cxpressed intent of Congress.

If, howe.er. the count determines Congress has not divectly 2ddressed the precise quesiion i issue,

the court docs nek Siply IMPCSE 1Es 0wn constuclion on the stk & would be neocssan 1o e

absence of an admnistrtine interpretation. Rather. if the stanute 15 salent or ambrguias w1t respect

10 the specific 1ssuc. the question foe the court 1s whether the agency 4 answet i based on 2

permussble construction of the staute. 1.
3 rodd H Cohert. Double Visson: The FTEU Stote Regulanion, and Deciding IWhar s Best for Conpmers, 3% Gior
Wasie L. Rev 1249, 1267 (19973(In sum, the {wlyfornia State Roord of Opiometry: count rehed on Raderahism
principles 1o yustify protecuing state interests. The coun extended the judically <tzated Parler gate action doctnae 1o
coner FTC trade regulation rules and applied the chear statement dostane bo present the FTC from s alidating a stale
Jaw as unfaur wethout additional congressional action. ™)
WIS SRR

Congresiional Research Service I

___ Smart Meter Data: Privacy exd Cyberseaunity.

Califorma Optometry court stated that “in commeon usage, the term person does not include the
sovercign, and ployng: the word are ordinanly construed to exclude it.™' [n the JFifl
case, ihe Court considered whether the tenn ~person™ as it appeared ain 42 L5 C. §1983 included
a state.”*" The Court held that it did not, invoking the principles of federalism when it wrote that
“[1]hus approach is panticularly applicable where i 15 claimed that Congress has subyected the
States to hability 1o which they had not been subject before. ™™ The Court found that the statule’s
language [}l “far short of sahisfymy the ordinary rule of statutory censtruction that if Congress
intends to alter the “usual consututional balance between the States and Federal Goverminent,” 1t
snust make its intention 1o do so ‘unmistakably clear m the language of the statwie "™

The Court’s decision in 83, as interpreted by the D.C Circuit in { ltfornna Oplontetry, suggests
that Congress must clearly indicale in a particular siztute when it wishes 10 subject slales 1o a new
form of latwhity, particularly when ths would change the balance between state and federal
authorty by intruding on the aclions a state takes in #s sovereign capacity. There does not appear
to be a clear indication that Congress intended the word “persons™ in the FTC Acl to subject
publicly owned wiilines 10 FTC enforcement actions ™ Thus, if the FTC’s enforcement of Section
5 against a publicly owned unlity would alier the balance between the state and federal
govemments. a court mught read “persons™ 10 exclude these uliliies. As the Celefirniat Optometry
court indicated, whether the balance ts aliered may depend on whether the operation of the utility
amounts to the stale acting 1 s soverepn capacity (balanee aliered) or merely engaging ma
propnctary function {balance not altered).™” The Califerna (piomeiry coun suggested that
whether a state 1s acting in its sovereign capacity of engaging i A propnetary function may vary
according 10 the antitrust Jaws” state action docinne, a mulii-pronged analysis that 1s beyond the
scope of this repost.™ If a court found thai the state was acung in us sovereign capacity when the
state (of one of its subdivisions) operated an elecinc utility, the coun could hold that the FTC
goes not have Section 5 jurisdiction because of the federalisin principles and clear stalement rule
that puided the mierpresation of the statue in #ill and were adopted by the court in Califoria
Optometny.”

A third possible choice for a court would be 10 adopt the reasoming of the FTC and find that
Congress clearly intended “persons™ to melude government entines, because under the other
antitrust laws, the term ~persons™ includes state and local govermnent entities, and the antitrust

M Calfrrua Uptomeiry, 910 F 2d 976, 980(D C Cw 1940 {intomal dquotation maeks omitied)

FL IS a0

At

LA 9 63 {etations omitted )

* Representatine Contagton, the sponsor of the acL cxplasmed dunng floor debate on the measure that Section 5
“embraees within the scope of that section every hind of porson, Ratural o arficaal, who may be engaped n micTsiate
commerce 51 Cona, Rre 14928 (1904} Desprte thys remark, courts have not tahen such a broad view of the FTC's
qunsdicucn ender the act. Even the Supraine Cownt bas held tha there ase some limits on the entilies covered by
Seetion 5 Ser Cal. Dendal Ass'na FTC. 526 U 5. 756, T66-67 (199} {requenng, for yunsciction, that 3 “provmale
relation™ miast exst between the actn iues oF a nonprodil and the bene it it prossdes to its members. au iteph ing thar
the activitics mmust confer “morc than o munowes of mercly presumed coonemis benefily™ on the members).

e Carleforma Oprometry, Y0 F 2d a1 S80-RY (“Thes rufe of statuton, constiiction seh &3 o ensure 1hat she States’
smtiphty wnlcTests ar adoquatch prodseted B the politcal process 7)

0 14 Y8t For more infonmation on Lhe faciors tha counts consdar when makang this detemunation., see Fuo. Trant
Contar's, REPORT OF THE STATL Avtion Tusk FoRCe (2003). invaluble af hitp i fic gosfos 200309
stateactionreport pl

T e Cobwen, suprr note 282, a1 1267
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laws, ncluding the FTC Act,”™ ki be read together ™ The California Opusmetry count
acknowledged this agument, writing that “several Supremne Coun decisions hold that a State iva
person for prarposes of the antitrust laws.™™ The court ulimately rejected the argument, lowever,
because it found that “when a State acts in a sovereign rather than a propretary capacity, it 1s
exempt from the amirust laws even though those actions may restrasn irade,” and that (s state
action doctrine may ~limit the reach of the FFC’s enforcement jurisdiction ™™ Thus, il a court
found 1hat a state acied 1n 1ts propriviary capacity when the siate (oc one of 1ts subdivisions)
operated a public wility, then 1he state action docirine would not apply, and 1t would be possibic
for a court 10 find junsdiction even under the Codiforniu Optumetry case. The FTC has advanced
this reasoning, arguing that the state boards over which it asserts junisdiction do not amaunt to the
states acting 10 their soverenen capacities.™ Whether the operation of o pariicular publicly awned
utility consists of the stale acting in 1S savereign capacity or cogagng in a propnictary function
may vary accoriling to the antitrust laws” state action doctnne, a muli-pronged analysis that «s
beyond the scope of 1his repost.™

Thus, whether a court would find that the word " " n § 5 includes cenain
povernment entities such as publicly owned wilities 15 unclear because it may depend on which, it
any, of several princaples af statutory construziion the coun adopis. A court could. mnong other
optons: (1} find 1hat 1he meaning of "persons™ in Section 5 15 ambiguous, and thus defer o the
FTC's broad snterpretation of its own junsdiction because of the Clievnan docinne; (2) find that
the statute 1s ambig) but that pnrciples of Tederalism outweigh the count’s usual Chevein
deference to the Commission’s interpretation of its own junsdiction—a detenmination that may
require a courl 10 find that the state 15 aching tn ils sovereagn capacily when the state {or one ofns
subdivisions) operates an clectric utility; or (3} find that Congress elearly intended “persons™ to

ude govermment entilies because Sechion 5 should be read together wath the other antutrust
laws, under which the temm “person™ includes stare and local government enlines—a
deternunation that may require a court to find fhat the state 15 perfonmnyg a propnetary function
when the state {or onc of its subdivisions} operales a utility.

Federally Owned Utilities

{1 is unclear whether the FTC could enloree Scction 5 against a federally owned utility. Indeed,
there does not appear 10 be any case tn which the FTC has sought to enforce Section 5 aganst a
federal agency.”™ The FTC probably lacks Section 5 jusisdiction over the nine federally ewncd

™" Although this repon focuses on the FTC s consunwer law cases under Section S {unfair or decepuive scts or
practices”). amd not s antitrud cases {“wnfar :E:E___—uo..nﬂ.ﬂn.:gd both trpes anﬂa._.&..n_ atisihes share the
same: phrase for the pury of 2 the agency's junsd! : " Persons, p T " ¥ee 15
US.C §4%aN2).

7" See fn /e Mass. Board of Regisiration in Optometry, 1I0F TC 549 (Junc 13, 1983) {detision) (citations omuted)
 California Upomerry, Y10 F 24 28 930 {citations omitted)

™ Jd a1 980 {crtation omiticd)

™ See. e g, inre NC Statc Bd of Dental Examrs, 151 F T C 607 (Feb 3, 2000 ) {statz acuon opanion). v re Mass
Board of Regesteation in Optometry, FID F T C. 549 (June 13, 1988) {decision}

M For mare information on the factors that courts consider when making this determination, see Frn Trave Connt =,
Recrort oF 71z S1ade Actury Task Foret (H03). mwslable ar hitp Saww e govZos/ 200347 stalcacuonrepon pdf
™ This report does nol consider whether any constituuonal implications would result il the FTC, an independant
exccuin g branch agency, brought an enforcement proceeding againyt another ¢xerui e boanch zpeney Sor goncrally
Michacl Enc Harr, Whot Can the Federal Government Sue Jiself”, 32 Wy 2 Mary L Rev B95 {121}
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utslities operating m the Unted States™ if 1t charactenzes them as “corporations.” Like publicly
owned utilities, federally owned uilines are not orgamzed for profit. As the EIA notes, “federal
power 15 not sold for profit, but to recover the costs of operalions and repay the Treasury for
funds berrowed to construct generation and 1anstsisston facilities.™™ I the Commission
chamctenzes these utilities as “persans,” 1t 15 unclear whethier a count wounld find that this term
includes government entitics.™"

As a practical manter, FTC enforcememt of Sechion 5 aganst federally owned utilifies 1s probably
whecessary in the comext of smart meter daa beeause of other lederal laws, such as the Pnivacy
Act,™ that would likely protect this data when it is m—na.._ in records systems maintained by
federal ageneies, mcluding federally owned utilities.

Cooperatively Owned Utilities

For-profit electric cooperatives would clearly fall within the Commssion’s Section 5 junsdiction
over “corporanions” operated Tor their own prafit or that of their members.™ Indeed. the FTC has
é.z_n.iawﬁ_m._..n_..c: over Tor-profit coop ves as “cory " in the past, including a rural
healthcare 30122.5 * andt a wine maker. ™™ However, 1t appears that most elecine
cooperatives—and particularly the cooperatives thal will receive -.E.aw under 1he Depanment of

Energzy's Smart God Investment Grant program —are nonprofits.™

Itis _.omn_._n that the FTC would have Section 5 junsdhction over these nonprofit electne
nae_an_.fnm as noéﬁu_.o.._m organized for profit. These distribution utilities are owned by the
“cansumers they serve,” and those that are tax-exempt must “provide electnc senvice 1o ther
mermibers at cost, as that 1enn is defined by the Interna) Revenue Service. ™™ However, when the
achivities of a cooperative result in revenues that exceed the cooperative’s costs, these “net
margins .. are considercd a contribution of cquity by the members that are required 10 be retumed

to the bers ¢ with the orgs m's bylaws and lender hmnations imposed as a
condition of Yoans.™*® Thus, in contrast (o publicly owned wtilities, which ypically transfer any
nel tothe g ! fund of the gov that they senve, elecine cooperalives relum net

targins 1o their members as equary, and when that equity 1s reured by the board of directors,
members receive cash payments.”” Although i1 does not appear that a court has considered

™ EIA ELFCTRIC PowER OVERVITW , 1upna pote 234 Among: these wilities ars the Tennessee Valkey Authonty, the

four power marheung ad: wn the Deg of Encrgy, and the Army Corps of Engincers. I
faal 74

™! Sve 1upra noles 26997 and accompanying lext.

"SUSC. §552.

™ Sve ~The Federal Prisacy Act of 1974,  infarp 43

*ISUSC. M4

™* J re Mlinn. Rural Health Coop . FTC File Ne 031 019 (Dcs. 28, 2010) (desision and order).

** In re Heublcin, Inc., % F T C. 385 (Oct. 7, 1980) (final order).

1 Ser Dep'ToF Exzeay, Case Sneny - Narovar Rerat Eu CTRE ﬁ::lh.:—.n >um.-.._ AT Sanagr Grin
ISVISTMERT GRANT |, ovarlable a1 hitp flerergy pov fitesprod Tl ¥ Media!
NRECA_case_sindy pdf

= ELA ELECTRIC Pow e DVERVHW, s pote 234

® 1 “Net margins™ is the lerm given 1o “revenocs in exeess of the cost of providing senvice.” id

8 See. ¢ 2., CenL Rural Electnc Coop , Patronage Capital, hip fAavww crec coop'CRECAdvantape/PatronageCapital!
_uo&..,......-_z_..nan”.!_—uaaﬁk_ﬁt& PAtORage capital appears 3% an catny on the pemment finmeial reconds of the
{conti !
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whether the FTC has Secuion 5 junsdiction over a nonprofit efectric cooperative that retums its
ncl marging lo ns g bers in addinon 10 providing them with elecineity service. the
Supreme Court, as well as lower federal courts. have rssued gundance on factors that 2 count may
nnaan:._.gms.n::m:::.:3.5:.

Applicable Law

Under Section 5, the FTC Act requires that a “corporation” be “orgamized to carry on businiess for
its own profit or that of ity members.” I ¢ odgfornia Dentad Ass'n v FTC, the Count considered
whether the FTC could enforce Section % against a “voluntary nonprofit association of local
denla) socienes” that was exempt from payimg federal mcome tax and furmished sts members with
“advantag i and prel I fi . 2 s~ in adduson to lobbying,
litgating. and adverising on their behalf " The Court found that the FTC had jurisdiction over
the California Demial Association as a “corporanon.” stating tlat

the FTC Act i1 at pains 1o include not only an entity “organized to carry on business for ws
own profit,” but alse.one that camses on business for the profil “of 113 memibers * While such
2 suppomive orgamzanion may be devoted lo helping its menibers in ways beyond immediate
enhancement of Brofit. no one here has claimed that such an enny must devote itself single-
mandedly 1o the profit of others It could, ndeed, hardly be supposed thai Congress imended
sucha resmicted notson of covered supporting org: with the opp this would
brieg with 11 for avoiding junisdiction where the purposes of the FTC A would obviously
call for asserung it ™"

The Coun declined to specify the percentage of a nonprofil entity's zctivities that must be “ained
at s members” pecuniary benefit” 1o subject it to FTC yunisdiction.”* However, the Court wrote
that a “proximate relation™ must exist between the activities of the entity and the profits ol its
members, ard implied that the activitics must confer “more than e or merely pr

e benefits™ on the members.”* The Coun’s justification for this result was that “nonprolit
entinies organized on behalf of for-profit members have the same capacity and desivatively, at

{ continued)

cooperatis ¢ end reflect [sic] vous equaty o ewnership i CREC When pasronage capital is retired, a cheek o bl credi
15 1ssued 10 vou and sour equib in the cooperaune 1 educed  When considanng a retwement the board analyses the
financial heatih of the coop and wall not auth 3 wersch alfect the financral mggnis of
the cooperatinz. ™). Fall Riser Rural Ekecine Coop . Patronage Capaal, biip w frrce comyimm Account
patronzgeCapital aspx (~The Cooperaine 's Board of Dinceiors retues patronage capiial when fnantes dlow .ofien on
an annual basir. The oldest patronage capual o retired first Fall River currenthy retues patronage capital on 3 rotation
of approumately 20 sears.”}; Kaua Istand Uil Coop . Member Patronage Capatal Informavon. http Maww Line coop/
member_pascap-ga htm {~A portion of Patronage Capital may be penodicatty pand 1o the members upon appros alofthe
Baoard of Directors and our lenders. 7). Sulpbur Spangs Valley Ekectne Coop | Ine . Patronage Capital Credits.

hitp fuwwn ss1ce orppage_ad =543 ("Capital credits represent your share of the Cooperative s marging = margins are
Ihe oprating revenue remainmg aticr operaling eypovies The amoun assigned in our name depeds 6 wour cRTEy
pchases To caleulate thns. we divide vour astruat encrin pusthase by the Coop $op g 1ncome for the
sear. The mors clectneity s ou buy, the more capatal eredits vima cam 71

TS USCOH {emphasis addad)
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Teast, the same incentives as for-profit organizanons to engage 1n unfair methods of competition
or unfar and deceplive acts.” "

It ts clear that the FTC may still have Section 5 junsdiction even when the benefits that a
nonprofit provides to ils members are secondary to ils chaniable functions. In Awmercan Mediied
Ass ' #7, the Second Circuit considered whether the FTC coeld enforce Section 5 apainst
three medical professional associations, including the Amencan Medical Association (AMA). a
nonprofit corporation composed of “physicians, osteopaths. and medical students.” " The cow1.
acknowledizing that the associations served ~both the bustness and non-business interests of their
member physicians.” found junsdiction because 1he “business aspects™ of their activities.
wncluding lobbying for members and offenng business advice to them, subjected them to the
FTC's junisdiction despite the fact that the business aspects “were considersd secondary to the
charitabde and social aspects of their work. ™™

When d g whether junsd: exsts, aconr may consider other facioes in addibion to
the benefits that the nonprofit provides to its inembers. In £ ommumity Biowd Bank v. FTC the
Esghth Circutt considered whether 3 “corporation™ ncluded all nonprofit corporations.””" The
appeals court held that the FTC lacked Section % jurisdiction over nonprofit blood banks because
the banks' activities did not resull in "profia™ in the sense of “gain from business or mvestment
aver and above cxpenditures” ™ The blood banks, the court observed. tacked shares of capual,
capital stock, or certificates, and were “orpamized for and actually engaged in busmess for only
charmable purposes ™' One bank s anicles ol incorporation lauled the cntity s chantable
purposes. and all of ihe banks were exempt [Tom paying federal income taxes." Upon
dissolution. the corporations wauld wransfer their assets to other chantable or nonprofit
erpamizations.*** In addivon, none of the funds collected by the blood barks had “ever been
distributed or inured to the benefit of any of theirr members, directors or officers 4 The coun
Found that these Factoss made the blood banks “charntable cngamzations” beth “in law and in
f301,” exempting themn from the FTC's Section § junsdiction, '™

Analysis

The case law supgesis several factors that a court may weigh when determining whether a privaie,
nonprafit entity composed of members, such as an clectric cooperalive, 15 subject to the FTC's
Section 5 jurisdichion as a “comporation.” " The inost sipnificant factor 15 whether the nonprofit

VERd at TeR

VTE5R F1d 143, S0 by

V¥ 1 s 4% The coun noted i passiag that the AMA s anicles of incorporation stated that one purpose of the
oegantration was lo “safeguard the macnal interests of the medical profession.” Af

V' 305 F 2d 1011, 1015 (8™ Cur. 196¥)

T e f ot 007 The oot 3150 remarkd that an ezst one case had estableshed 31 “enen bough a comporation”s
acome cxeeeds 11s disbursements 1ts monprofil character b it necessandy destroved ~ fof

d a HIO, 1022
Vg a0l
badd i

S

Lt a9

"™ Thas analysis assumes that 2 coun would eviend the hoklings of the spplicable ease law, which covered cnttics
orgam e s nonprofil tomorations and profcssional assostations, W ineluds entines orpamred as nonprofit elotine
{continued i
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provides an econonme benefil to ils members that 15 more than e miinions and that 15 proximately
relaled 10 the nonprofit s activities. Tlus benefit need not be the sole—aor even primary —function
ofthe nonprofit. Additional Tactors that the case law suggests weigh i favor of a finding of
junsdiction include that the nonprofit: (1) has gz2in from its business or investments that exceeds
1ts expenditures; (2) has shares of capiial or capital stock or cemificates: (3) 15 not onganized
solely for chantable purposes or does not engage only in charitable work, (4} has articles ol
incormporation that kst profit-seeking objectives: (5) 15 subject to federal income tax hatnlity, (6)
would distribute 115 assets to profit-secking entities upen dissalution; and (7) distobutes any of
the funds it collects 1o its members, direciors, or officers.

118 possible that the FTC has Section 5 jurisdietion over nonprofit electne cooperatives, alihaugh
the oulcome s any particular case may depend on the chamciensucs of the indmidual 3
court could find tha the 1ypical nonprofit elecinic cooperative provides “econotic benefin™ to sts
members in al east two ways: (a) by providing electnaity service to members;,™ and (b) by
returming net marngins to members in the foan of patronage capital, which 1s an ewncrship interest
tn the cooperauve 1hat ss later converted to cash payments to members when that capital 1s
retired. "™ With regard to {a), it is kkely that a coun would find that electricity service is an

* benefit” as defined i the case law, In Californa Denial Ass 'p, the nonprofi
professional associanion provided “advantageous insurance and preferentsal fisancing
amrangements,” as well as lobbymng, litigation, and advertising services to its members.'™ In
Amcrican Medical A5y the ronprofit lobbied on behalf of its members and offered business
advice to bers.™ These benelits, it is d, enabled the members to more casily conduct
husiness profitably. Electnicity service allows people to conduct activinies at all umes of fhe day,
and thus provides a similar and clearly significamt economic benefit to those who use it, whether
for business or recreanonal purpeses. As the pnimary obyective of an electne cooperative is (o
provide elecinenty service to members, the necessary proximate relation between Uie activities of
the nonprofit and the benelit 1o its members clearly exists.

Despite its pecumary nature, there are a few problems with considering benefit (b), patronage
capital, 10 be an “economic benelit™ as defined by the Count, First, 1t 15 rot clear thal patronage
capital actually is a benefin, A no_.:_ could view patronage capital as a no-micrest /ocnt from the
consumer-tember _n the utility,"" or, because it 15 typically allocated to member accounts in a
110 bers” spending on electnicity, simply a refinrd of money collected
from ._.n members that reflects the actual cost of providing service in a particular year, ™ If

{ continued}

COOPCTaiA CS

P37 Mam, coopera es prot ide other senices 1o e that could 2 bencfits ~ The
National Rural Ekeewne ﬁi&ﬂ!.n Agsociation sotes that, "ln addition 0 eleetne senv e, My ekCine co-ofs ane
imolied and '] prosects” that include “small busincss developmen) and -o.ﬂ
cication, mprosemieh) of water and wer ptems, ahd 2susance in deliveny of health care and educational services ™
Nat'l Rural Electric Coop Ast'n, Member Drrectory, hup Mwww.nreca E&snag‘nago.ga%vnn&
delanlt aspx.

¥t Sow sourves cuted 1uprs note 310

" Cal Dental Ass'n v FTC, 526U 756, 759-60, 767 (1999,

" Am Mod Assny FTC, 638 F.2d M3, 448 (1980},

M Xee. ¢ g, Cont. Rural Electric Coop , Patronage Capital, htp /A eree nacvﬁxmﬁt_uatunﬁgﬁﬂuﬂ.uc
tabid/71 17D faull asp (" These marging represent an interesz-free lozn of op g capital by the piathe
coopcratine. )

B Ser o g, Kauas bsland Usil. Coop , Memiber Paronage Capital Information, hitpfisww Line coop'member_patcap-
{conunued |
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adopted by a court, neither n:_ﬁmn charactenzanons would appear 10 be consistent with the
“profit” that the statute describes™" or the “econamic benefit™ that 1he Supreme Court requites for
a nonprolit to be a “corporation ™

Second. even 1f a coun found patronage capial to be an economic benefit, 1t ¢5 not clear that 11 15
more than de asinimis. Patronage capital must be "retired” before siembers seceive cash paymems
for n."" Reticemens are made at the discretion of the cooperative’s board of directors because the
capital 15 needed to fi the coop ¢'s onpoing oxy and thus retirement of a class of
capital rypically oceurs after o long rolation penod. such as 20 years. " Alihough the Supreme
Court did not hold that an “econamic benelit™ must produce immednne advamage 10 the members
of a nonprofit, a court could palentally view the decades-long delay in cash payments as
sipnsficantty decreasing the degree of economic benefit thar the capital provides In addition,
patronage capatal would probably be considered o if'the cooperative’s net mangins were
smal!, as thss would mean that linle capinal would be issued 10 tmembers. It 15 thus difficub 1o
discern whether a court would lind that an econome benefit accrues 12 members as a result of
their receipt ol patronage capital, which nevertheless probably bears the requisite “proximale
relation” to the activiies of the cooperative that produce any net manzins distributed as capital

With regard 1o the additional factors, thase favonng yunsdicion include (2) cooperatives typically
have shares of capital stock, including patranage capital; ™ (3} cooperatives do not operare solely
for the benelit of the people outside of the onzgamization like the nonprofits in ¢ emmrity Bivswd
Himak did because cooperatives provide efectricny service and patronage capual 1o their
members;""” and (7) an electne nco_.o_.".z.o ty _u_n.__u_ returns any net .=Er=.m 10 members in the
fonn of patronage capital, an ow funded 1o ¢ bers as cash when the
capital 1s reured."™ Factors that cannot _un n—u.:Enn_ because they are specific 1o cach individual
cooperalive include (1) whether the revenues of the cooperative exceed its expendiures; (4) the
panicular objectives listed 1n a cooperative’s aricles o_..:no..veqa.c._ or other foundanonal
document, (5) whether a nonprolit electric cooperanve is exempt from federal income 1ax
Yability, wlinch depemds on whether st ieets the requirements under Section 501({ci12) of the
Intemal Revenue Code;'"™ and (6) whether a cooperative would distribute W5 assets 1o profit-
seekimg entilies upon dissalution—a factor that also may depend on stale laws."®

1t 15 likely that a count would find that nonprofil electnic cooperalives impart economic benefits to
thear mnetnbers by dismbuting electricaty to them or, possibly, by sssuing paironage capnal v
them However, because many of the other factors that courts consider may differ fos cach

{.. continucd)

43 htm {ch nng the nei of s ge capital as a “refind )

MISUSC (4,

™ See sources cited supnt pote 310

MY g b

™ soe Nat'l Rural Elcetrie Coop Ass'n, Sexen Cooperative Prnciples, ity Tuwn arcea Bo_ei.oaﬁqv.
SeventoopPnnciplesPages'delault aspx (describing ~Memb P

" tWhether elecincity n..ﬂ.nnk_n_vl-ﬂ.hannut.ﬁ_ which are clearly benefits, B:EEF. uoﬂ.oﬁ.nca:nm_u within
the meaning of the Supreme Couet 5 holding 1n Caltfornia [emtal Ats 'n 18 4 sepanme quoshon

"™ Soe sources cited supra notg 310

"IRC 501N 12}

u* oe Crny. Blood Bank v FTC, 405 E2d 1011, 1020 (8% Cur, 1969)
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particular cooperative, it 15 not | 10 draw any g concl about whether the FTC
would have Scction 5 junsdiciion over these entifics as “corporations.”

Enforcement of Data Privacy and Security

{f1he FTC has Section 5 junsdiction over a particular electnic utility. it may bnng an enforcement
action pamst the utihity i its privacy of secunty praciices with regard to consumer smart meler
data constitute "unfiur or deceptive acts of practices in or affectiny commerce.™ ™ The FTC Aci
defines an “unfair™ act or praciice as one that “causes or is Iikely to cause substantial mpury to
constners which 12 not reasonably avoidable by consimers themsclves and not ounwerghed by
countenvailing benefits to consumess or 10 compenition. ™ According to the FTC. an act or
practice is “deceplive™ 1Tt 1s a matenal “represeniation, omission of practice” that 15 hikely 1o
mislead a consunier acting reasonably in the circumstances.”*' The listory of the Cominission’s
enforcement of consumer data privacy and security practices shows that the agency has trought
complaints against entities that { 1) engage i “deceptive™ acts or practices by failing to comply
with their staled pnvacy policies; or (2) nﬁ;&. “unfair™ practices by failing 10 adequately secure
consumer data from unauthonzed parties** Often, conduct constituting a violation could fall
under either calepory, as a failure 10 protect consumer data niay be an unfar practice because of
the unavoidable imjury it causes. as well as a deceptive practice because it senders an emiity’'s
privacy policy matenally musleading.

“Deceplive” Privacy Statements

A ulility that fails 10 comply wath its own privacy policy may engage in a "deceptive™ act or
practice under Section § of the FTC Act. In Fucebook, fuc., the FTC alleged, among other things,
that the social networking site violated protnises comtamed i As privacy —.o_.nw. when it made
users” personal infonmation accessible 1o third parties without users’ consent.*" Facebook had
claimed that uscrs could limu thisd-party access to their personal infonnation on the site. Despite
this promise, applicanons run by users’ Facebook fricnds were able to access the users” personal
nft The Ci o also chanzed that Facebook aliered s privacy practices without
users” comsent, causing personal information that had been resincied by users to be available 10
third partics. This change, which allegedly “caused harm o users. ichuding, but not limited to,
threats to their healih and safety. ond unauthortzed revelation of their affiliations™ constituted both
a “deceptive™ and an “unfarr” practice m the view of the Commussion.** Finally, the Conunission
alleged that Facebook had represented 1o users that it would not share thewr persanal information
with advenisers but had done so anyway

M5 US C. H5(aX 1) For more detaibs. on FTC enforcement of consumer dala prisacy and sexunty under Secuon $,
sce CRS Report RL3120, Fadoral Infrmanon Secunts andd Data Breoch Novficanon Laws. by Gina Stevens
ISUSC Hstm

M1 re Cllfdale Assocs., Ing , 163 F TC 100, 174 (1983) (poticy statement at end of openson}

M G Canumer Pmocy Heanng Before the N Comm. on Contrenve. Sax | and Fronsp . 11™ Cong {2010} {sttement
of Jan I Lewbowite, Charman, Fed Trade Comm 'n) (describing the FTC s enf actnib n the aress of
consumer data prn ae and secuna ). mnelable arhup fawan fic govies N2 prvacy il The
FTC recently released a peebiunany report on the consumet privacy impliczuons of new icchnolopies Frir TRz
Connst™. PredEc G Corist upr PRIVACY 18 a8 ERy oF Ramp Crol. A Profusri FRAERORE s Busiseasis
w12 POUICY 48 RS {20 10), cramrdable ar bisp ‘aww e pon /os 200 EL0N20 Ipen acyrepon pdf

M FEC File No 092 1154 (Nov 9, 201 1) {complaint}

bt
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In Tierteer, ine , the FEC dleged that the social networking site engaged ir “decepive™ acts when
i viplated clasns made i its pavacy policy aboul the security of consumer data by Tailing 1o “use
reasehable and appropriate secunty o prevenl honzed access to nonpublic user
infi “M'The C found that Twitter had permmitted 1ts adimnisTators (o access
the site with easy-to-guess passwords and fasled (o limst the extent of administrators” access
according to the requirements of their jobs. In a consent order, the company agreed not 1o
miscepresent its privacy controls and to implement a comprehensive imfomtalion secunty
progrun thar would be assessed by an independent third panty.

As smart meter data becomes valuable to third parties, wtitities may be tempted to sell or share
this informanon with others to increase revenues and provide new senvices 10 ther cusiomers. IF
prohibitcd by the terms of the wiility's pavacy policy, it may be a “deceptive” act of practice for
the uithiy fo share a kY ¥ ik ion with third parties without a consumer’s
comsent. - The FTC could also find deception when a utility represents that us pnvacy controls
are capable of protectiny smart meter data when, 1n fact. they are not.

“Unfair” Failure to Secure Consumer Data

Tailure to Protect Against Common Technology Threats or Unanthorized Access

Ihe FTC may consider it an “unfaur™ practice when an electric uiility fails to safeguard smart
meler data from well-known 1echnology threats as the data travels across the wnliny's
commumcations networks. For example, in DSH Inc , the FTC brought enforcement proceedings
against the respondent, the owner of several shoe stores. ™" The agency alleged that the
respondent Fnled 1o protect customers” credit card and check sl as M was tr ined 10
the issusng bank for auth . The inl collected at the repster iraveled wirelessly 1o
the store ‘s computer network, and from there to the bank or check processor, which
communicaied its response back to the store through the same channefs. The agency charged that

P

{a}mong other things, respordent { 1) created sary nsksio the by stonmg
win mdnple fites when it no Tanger had a business need 1o Leep the informanon; (2} did not
use reacily avarlable secunty measwics 10 himit access 1o 1ts computer networks through
wireless access points on the nerworks, (3) stored the information in snencrypted fles ihat
could be accessed easily by using a commonly known user [D and password, {4) dwd not
I suifictently the abality of computers on one in-store network Lo connect lo computers on
other in-410¢z and corporate networks, and (5) Eailed 1o employ sufficient measures 10 deteat
unauthortzed access. As a resulL 3 hacher condd wse the wireless access paints on one in-
stote computer ngtwoth 10 connect 1o, and access personal mformation, on the othet in-store
and corporate networks T

T FIC Fide No 697 3093 (Mar 2, 2011) (complaint)

HUETC Fide No 192 3103 (Mas 2, 2011) ¢detision and order)

Y NIST Prin e Repowy, siprenowe LD, aL 14, 35.36

“* As suggesicd below il may also be an "unfair” practice. regandless of whether the utitis bas a privacy policy
" FTC File No US2 3006 (Mar 7, 2004) {complaint)

'
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Sumilarly, i Candsysiems Sof , dnc., the C brought a complaint against a crecin
and debit card authonzation processor ' The FTC alleged that the respondem Failed 10 prolcet its
systems by negleching to guard 115 network against “commonly known or reasonably forcsecable
autacks™ that could be avoided using low-cost methods.”* As pan of settlement agreements in
1350 and Cardsysterms, the respondents had 1o create ~a compechensive information security
program” 1o mao_nn. consumer mformation that would be assessed penodically by an independent
third pany.’

1

Sman meters also trmnsmit personal o ion, often wi Iy:, across several
different communicalions networks locaied in various physical places."™ Thus, it is possible that
the FTC would view a ...::a‘.m Failure 1o prolect smart eacter data against common technolopy
threats as an “unfaie”™ practice 1f the wiility could have avorded 1he 1hreats by using low-cost
_ﬁna_o% such as encrypting the data; storig it in fewer places and for no longer than needed,

5 basie wireless network secunty; and taking other reasonable measures suggested
by the =rn=3. n DSH fne.

Failure to Dispose of Data Safely

A utility’s failurc to dispose of smart meter daia safely may also constitute an “unfair™ practice
under Section 5 For example, in Kite Auf Corp, the qﬂvo-:_n:.. the owner ol retail pharmacy
stores, purportedly failed vo safely dispose of p ) s | when it
glected 1o: *(1) umpl t policies and -.aco!_..:.nm 1o dispose mnn.._qn_u. of such snfonmation,”
mcluding rendenng “the information unreadable i the course of disposal; {2) adequalely 1rain
n_i._nu.nnm 1o dispose securely of such fornation; (3) use reasonable measures fo assess

liance wilh its established policies and procedures for the disposal of such infi ion; and
2... employ a reasonable process for discovering and qn..:n&._:r nisks 10 such information, ™’ The
mformation was later found i vanous publicly accessibl f in readable form.

Tlus suggesis that utilities holding smart mcter data and ather q-ﬂ.uaau_ E?.._....HE: whether on
electronic or physical media, must ensure 1hm the methods used 10 destroy thes daa render it
unreadable to shird parties.

Penalties

There 1s no pnvate right of actuon in the FTC Act. IF the Commizsion las “reason to believe™ that
a violation has occurred, it tay, after notice to the respondem and an opponunity for a hearing,
1ssue an order directing the respondent 1o cease and desizt from acts or practices that the agency
finds violate the act the respondent disobeys an order that has become final, the LS.
Attorney General may bring an action in district coust secking the unposition of civil v

" FTC File No_ 052 3148 (S¢pt 3, 2006) {complant)

L1t} &L

W See, ¢ g, In e Cantey stemy Solutions, Ing., FTC File No 4152 3148 (Sepr. 5, 700t} (decinion and onder).

" NIST Parvacy Rerorr. supranote 10,2023,

"' FTC Filc No. 972 3121 (Nov. 12, 3210) {complaint}

"5SS C MKb) The C man soch a prek v anjuncion in distnct court iTit “has reason to believe
that an enuty subject 10 the Commutsseon ' s junisdaction “vs 1iolaltg, of 1y sbhow 10 vedate, amy: provasion of s
enforced™ by the FTC, and such an iyunction would be i the publec ierest. 15 1 S.C. $53(b). In “proper cases the
Contrussion i ok, and afler proper proof, the court mav resuc. a permanent imyunction ™ fd
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penalives ol up 10 $16,0800 per violation (316,000 per day for continuing violations). as well as
further injunctive and equnable relief that the court decms appropriate,”™

After a panty becomes subyect 10 a final cease and desist order under the act, the Commission imay
seek redress for consumers by bringing swit in state oc [etderal coun against the pasty if the
Comnussion ~sansfics the court that the act or practice to which the cease and desist order relates
15 onc which a reasonable man would have known under the was dish or
frandulent.™™ ~Such relief may incluge. but shall not be Hiwted to, rescission or refonnation of
contracts, the refund of moncy or relum of property, the payment of damages,” and public
nohficalion of Ihe violation, “except nothang in [15 U.5.C. §57b¢b)] 15 intended vo authornize the
imposition of any exemplary or punitive daitages.” ™" Once the Commission has issued a final
cease and desist order (not a consent order) finding an act or practice 10 be deceptive, then it say
bring sut in district coun to obtain a civil penalty against an entity that engages in that act or
practice: (1) after the order became hinal ("whether or not such person, partnership, or corporation
was subject to such cease and desist order”™), and (2) “with actual knowledge that such act or
practice 15 unfair or deceptive and is unlawful™ under Section 5 of he FTC Act.™!

The Federal Privacy Act of 1974 (FPA)

Smarnt meter elecincity usage data penaining 10 LS cinzens or pennaneat residents that 1s
retnevable by personal identifier from a system of recoads maimtaned by any federal nrn-.ﬂ_m
._._n_.._.._.__m federally owned E___._nm. 1s subject 1o the protections contamed in the Privacy Act™
when it is , coll ), used, or di 1 by 1he agency:

Federally Owned Utilities as “Agencies”

All nine of the federally owned wilitics are federat agencies covered by the Privacy Act. For the
purposcs of the act, the term "agency™ includes, but 15 not linuled to, “any executive department,
mulitary depariment, Government corporation, Govermnent controlled corporation. or other
establisiment in the executive branch of the Govermment (including the Excentive Office of the
Presidem), or any independent regulatory agency,” ™ According 1o EIA, wulitses tha are pan of
an executive depanment inclede the four power markenng admi 18 10 the Dy of
Energy (Bonneville, Somheasiemn, Southwestern, and Western), the Internanonal mwo_..:ae.v. and
Water Couumssion in the Depaniment of State, and the Burezu of Indian ATugs and the Bureau

IS WS C M50 The siec of the civil monctany penalty was last adjusted Jor wflauon in 2009 16 C.F.R. $1 9%
MSUSC §5ThaKD).

“SUSC §57bib).

SIS US.C HSImNIXD).

M'5USC. §3522 The federally onned utilities pnmanty sell elecincity 10 nonprofil clecinc utifities on the wholesale
markets rathes than distribute elecencity direetly 10 consumers. EIA ELLcTic POWER OVERVIFW, miftra note 254 As
these utilitics provide only about 1% of 1otal sales of clectracity to end user consumers. i, they may be unhikely lo
acquire confumcr smart meter data, which i lypically ransmiticd o distnibution wtilitics. However, as the smant grid
becomes more interconnecied, more unilitees at dulferent potrus in the sman grid may come into possession of this data
NIST Privacy REFORY, suprr notc £, a1 23,

™ Ser SUSC. $552(MM ). The act also coners data i a “system of secords™ opersicd by a N CMMCTIL COMIAIN On
behall of a federal apeney See 5 ULS C. §552a(m)
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of Reclamation in the Depanment of the Interior.™* The U.S. Army Corps of Engineers resides in
the Departiment of Defense, which is an executive department. ™ The Tennessce Valley Authosity

15 a governnent-owned corporation o

Smart Meter Data as a Protected “Record”

The Privacy Act protects the type of elecinciry usage data pathered by smart meters, provided tha
the daia penaims to U5 citizens or per resid 15 p Ny idennfiable, and is
remevable by the individual's name or another personal wentifier. The Privacy Act “govems the
collection, use, and di of a ‘record” about an “individual’ maintaned by federad
agencies i a *system of records.™™* Under the statwie. o “record™ 15 “any item. collcclion, or
grouping of information about an individual that is maimamed by an agency ... that contams hus
namne, or the identifying number, symbol, or other ._._nu_z_.v.._...m particular assigned 10 the
mdividual, such as a finger or voice print of a photograph.”

An “individual ™ 15 defined as “a cibzen of the Unired States or an ahen lawfully adimined for
pennancnt residence.” ™ A “system of records™ is “a group of any records under the control of
any agency from which information is remieved by the name of the individual” or other personal
sdentifier “assigned 1o the individual ™'

Smant meter data held by an agency certainly fits within the broad defimnion of a “record™
because 11 is a grouping of infonnation about an individual, namely. data on that individual’s
elecmety usape The dua 1s typrcally storcd along with a cc ‘s account infi which
usually includes a consumer’s anme. social security numbes, or other “idennfying particalar.”"
Thus, sman meter data would constitute a protecied “record™ under the Puvacy Act, assuming
that it pertains to a citizen of the L'nited States or lawiul permanent ressdent and 15 Teimevable by

o personal wdentifier such as a ‘s name of number.
Requirements
For nf on the g | safepuards that the Prvacy Act provides for data that is

mamiained by a federal agency and meets the other requiraents for a covered record under the
act, see CRS Report RL34120, Federal Informanon Security amd Data Breach Nenficanan farrs,
by Gina Stevens.

! BN, ErrcTRIc Fors R OVERAVTES, suprr note 254

4 Drp 1 o5 MIE ARMY CoRps oF ExG'eS, Cvie. WORKS STRATEQIC PLAN | (2004), mwilable ar

hitp S corpinesults ospdis/on_strat pdl 1n1s slso 2 “Mayor Command within the Army ™

“7 Tenn, Valler Auth . About TVA, hup fwww Iva com'abouths a'index htm.

" e CRS Report RLI20, Faberal fnfrman Secury and Pata Breaoh Kouficanon Lews. by Gona Stgvens
{stations osatied)

“SUSC 532N

"USUSC §552aK)

MEUSC §552{aNs)

ERIST Privury REFORY, supranote 1 E, al 26-27

z|
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New St Meters” for Energy Use Pul Privacy at Risk | Elecironic Frontier Foundanon

tARCH 10, 2010 | BY LEE TIEN

HiE o8

New "Smart Meters" for Energy Use Put Privacy
at Risk

The ebb and flow of gas and electricity into your home contains surprisingly detailed
information about your daily life, Energy usage data, measured moment by moment, atlows the
reconstruction of a household's activities: when people wake up, when they come home, when
they go on vacation, and maybe even when they take a hot bath.

California's PG&E is currently in the process of installing "smart meters" that will collect this
moment by moment data—750 to 3000 data points per month per household—for every
energy customer in the state. These meters are aimed at helping consumers monitor and
control their energy usage, but right now, the program lacks critical privacy protections.

That's why EFF and other privacy groups filed comments with the California Public Utilities
Commission Tuesday, 2skina for the adoption of strong rules to protect the privacy and
security of customers' energy-usage infarmation. Without strong protections, this information
can and will be repurposed by interested parties. It's not hard to imagine a divorce lawyer
subpoenaing this information, an insurance company interpreting the data in a way that allows
it to penalize customers, or criminals intercepting the information to plan a burglary.
Marketing companies will also desperately want to access this data to get new intimate new
insights into your family's day-to-day routine-not to mentian the government, which wants to
mine the data for law enforcement and other purposes.

This isn't just a California issue. Many threats to the privacy of the home—where our privacy
rights should be strongest—were detailed in a 2009 report for the Colorado Public Utility
Commission. The federal government has been promoting the smart grid as part of its
economic stimulus package, and last year, EFF and other groups warned the National Institute
of Standards and Technology about the privacy and security issues at stake. For example,
security researchers worry that today’s smart meters and their communications netwarks are
vulnerable to a variety of attacks. There are also questions of reliability, as PG&E faces criticism
from California customers who have seen bills skyrocket after the installation of the new
“smart meters.” Unsurprisingly, California legislators are questicning the rapid rollout. Texas
customers are also complaining.

There are far more questions than answers when it comes 1o this new technology. While it's
potentially beneficial, it could also usher in new intrusions into our home and private life. The
states and the federal government should ensure that energy customers get the protection
they deserve,

Special thanks to Berkeley Law students Jonas Herrell, David Marty, and Shane Witnov, along
with School of Information Masters Candidate, Longhao Wang for their work in drafting these
comments to the California PUC.
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Kevin Gawronski

From: Julie Tomsic <jatomsic@comcast.net>

Sent: Monday, February 27, 2017 3:10 PM

To: Kevin Gawronski; SenJHune@senate.michigan.gov
Subject: Bill HB4220

Attachments: Smart Meter Privacy and cyber security.pdf

Dear 5irs,

The roll out of the Smart Meters are a modern day eavesdropping device. The surveillance
capabilities of the smart meters is clearly documented in the February 3, 2012 report "Smart
Meter Data: Privacy and Cybersecurity.” In the attached report from the Congressional
Research Service it states, "unforeseen consequences under federal law may result from the
installation of smart meters and the communications technologies that accompany them. This
report examines federal privacy and cybersecurity laws that may apply to consumer data
collected by residential smart meters. It begins with an examination of the constitutional
provisions in the Fourth Amendment that may apply to the data." Whether a person’s utility
records are public records differs from state to state. Some states deem records of a
municipally owned and operated electric utility and gas utilities as public records open for
public inspection, while others have accorded these records statutory and constitutional
protections. Smart Meters are operated as a surveillance device, monitoring your activities
inside your private residence. Detailed electricity usage data offers a window into the lives of
people inside their home by revealing what individual appliances they are using, and the
transmission of the data potentially subjects this information to interception or theft by
unauthorized third parties or hackers. Michigan Penal Code, Act 328 of 1931 prohibits the
installation of surveillance devices to a private residence without the owners knowledge or
consent. \n addition Michigan protects the residents with two more laws, MCL 750.539d which
prohibits installation of a device for the purpose of observing, recording, transmitting,
photographing, or eavesdropping in a "private place." MCL 750.539a defines "private place,"
“eavesdrop," "surveillance," and "person."

The DTE tariff, MPSC regulations, and the state law all give the utilities the right to install a
meter as that term is defined under law. The definition of meter does not encompass the smart
meter that DTE and Gas utilities are currently installing.

There are more issues regarding these smart meters, For instance, how about full disclosure of
exactly how a digital meter raises your electric bill an average of 30% on an older home? How
digital meter have caught on fire due to "dirty electricity” allowed through the digital meters
and improper installation of the meters. How fires have started inside interior walls as the dirty
electricity and voltage surges loosen ground wires and short out wires behind the outlets.
Analog meters had several safety advantages to the consumer that have been removed with
the digital meters. Under the current law as a homeowner | have the right to defend my person
and my home against known harm. Harm against my person because the meters emit pulsed
microwave radiation typically thousands time stronger than a cell phones, microwaves, or
wireless internet leaving some homeowners feeling ill. Microwave use in the home is not
shoved down my throat, | choose not to use one in my home. | also choose not to use wireless
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internet in my home and to limit my cell phone use. Unlike other weaker forms of wireless
radiation, utility companies are attempting to force me to have a smart meter on my private
residence. The public outcry needs to be addressed with respect to health issues from wireless
radiation exposure. If people with a sensitivity to this kind of wireless radiation want to avoid it,
then there should be a means for them to make this choice. Allowing residents the option to
revert back to an analog meter or by keeping their existing analog meter gives them this
choice. Please help to protect our right to choose.

Please consider the constituents when voting on HB4220.
Thank you,

Julie Tomsic
Ann Arbor



Kevin Gawronski

From: cometwatcher@lycos.com

Sent: Monday, February 27, 2017 2:27 PM
To: Kevin Gawronski

Subject: HB 4220 The Analog Meter Choice Bill

Feb. 27, 2017

Kevin Gawronski, House Energy Committee Clerk

Re: HB 4220 The Analog Meter Choice Bill

Greetings Mr. Gawronski

Thank you for allowing me submit this information to the House
Energy Committee.

Massachusetts' largest electric company, Northeast Utilities,
declares

in no uncertain terms, Northeast, which serves 1.3 million
customers, declares that

*... there is no rational basis for the implementation of AMI
“Advanced Metering Infrastructure” (Smart Meters).”

There are no cost savings to be had from “smart” meters.
“Smart” meters do not reduce outages.

"Smart” meters are not “grid modernization”.

"Smart” meters are a cyber-security risk.

Northeast Utilities says “For customers who will pay the price of
this system,

there is no rational basis for this technology choice.”

"... there is ample evidence that this technology choice [“smart”
meters] will

be unduly costly for customers ...."”

... the costs associated with AMI are currently astronomical,
while the

incremental benefits for customers are small in comparison.”
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This has been the stance for Northeast Utilities since 2013.

Indeed, nowhere on earth has the “smart” grid resulted in lower
rates for customers. I will remind you that Central Maine Power
has been audited because their $363M in

promised “smart” grid savings turned into a $99M loss in short
order,

and of late Germany rejected “smart” meters based on a
cost/benefit

analysis done by Ernst & Young. Note also that the “smart” meter
related expenses does not include the immeasurable cost in
damaged human and environment health that "smart” meters
cause.

I would like to make it clear that I want a choice to have an
analog meter
on my home.

Thank you.

R. E. Hall

P.O. Box 222
Bath, MI 48808
517-582-9437



Kevin Gawronski

e L
From: stanely@juno.com
Sent: Monday, February 27, 2017 10:34 AM
To: Kevin Gawronski
Subject: HB 4220

Attempting to avoid a so-called "smart meter”, my family had what is called a Tatar Guard
installed over our analog electric meters on Common Road on September 14, 2014, due to
documented health issues and privacy issues associated with DTE’s Advanced Metering System.

On October 14, 2014, while I was at work and my mother was shopping, one of the installers
working for DTE ignored the trespassing notice on the Tatar Guard, vandalized the protective
guard, stealing the shackle locks formerly securing the Tatar Guard, and installed Itron RF
meeters in place of our two analog electric meters.

This is not the operating method of a responsible company. It’s more akin to organized

crime. However, it’s worse; because at least with the mob, if you pay them their protection
money, you know you’re safe until the next billing period. Such is not the case with DTE. You
pay them a special installation fee. In return, they turn off one of the two transmitters on their
smart meter, thereafter charging a monthly fee — and you still have a smart meter, with all of its
privacy invasion and RF electronic system interference generated health issues.

In terms of health issues, [’ve been experiencing fatigue, as has my mother. In fact she stated
that she’s never felt as tired as she has in the last few months. She’s also been experiencing
some cognitive dysfunction, stating she’s having trouble thinking.

On February 23, 2015, I sent a certified letter to DTE detailing my concerns with their forced RF
meters and with their business methods, requesting the “smart meters” be replaced with analog
meters. In “response” to that letter, I received a DTE propaganda sheet and a form letier from a
Mr. McCormick, addressed to my father who died in 2011 instead of to me, basically insulting
my intellipence and saying “Foolish person, trust your utility.”

On March 23, I sent another certified letter requesting that McCormick address the concerns
from my previous letter, which had all been ignored. I received no response.,

DTE claims their new system is safe, but denies and ignores all data to the contrary regarding
fires and health issues. DTE claims the intrusive database they will develop is safe, but no
computer system is hack proof, as indicated by Russia having hacked the White House’s
computer system.

I’m unclear whether Mr. McCormick is motivated by deception or denial regarding the problems
associated with DTE’s so-called Advanced Metering System. The impression McCormick
conveys is “I’m a big man, working for a big company. I don’t have to answer to the little
people”. 1t’s clear that he views DTE’s ends as justifying the means, placing short-term gain
above any illusion of customer concern.

And, judging by the most recent propaganda letter from DTE - where they have the audacity to
claim the change is an upgrade, stating “Meter upgrade brings exciting new benefits” — complete
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with a refrigerator magnet celebrating the monstrosity known as the Advanced Metering System
— it is clear that their propaganda team is in full swing, while their technical department is out to
lunch.

Perhaps “out to lunch” is an unfair characterization, as the technical department is not so much
inactive, as they are willing to parrot lies from their marketing division: diluting the actual
radiated output or their units over a time average. In so doing, their completely misrepresent the
severity of the radiation they’re forcing upon the public.

In 2004, a study was conducted in Germany titled “The Influence ol Being Physically Near to a

Cell Phone Transmission Mast on the Incidence of Cancer.” The study was conducted on behalf
of the president of the Bundesamt fiir Strahlenschutz, the German governmental department for

protection against electromagnetic radiation.

The research team, led by Horst Eger, conducted the study to determine whether people living
close to cell phone antennas were exposed to a heightened risk of developing malignant tumors.

The independent research team studied the case histories of 1,000 patients between the years
1994 and 2004. The participants were then classified into groups: those living 100, 200, 300 and
400 meters from the cell phone base station and a control group living beyond 400 meters.

The peer-reviewed study found significant relationships between exposure levels and symptoms.
The study concluded that “the proportion of newly developing cancer cases was significantly
higher among those patients who had lived during the past 10 years at a distancc of up to 400
meters (1,300 fect) [rom the cellular transmitter site, which has been in operation since 1993,
compared to those patients living further away, and that the patients fell ill on average eight
years earlier.”

The study went on to conclude that between 1999-2004, afier five ycars’ operation of the
transmitter, residents inside the 400-meter radius of a cell tower were three times more likely to
develop cancer than those that lived outside of the evaluated transmission arca.

Sincerely,

Kurt R, Snyder
13301 Common Rd.
Warren, MI 48088
P.S. In closing,

“We believe AMI has actually improved the privacy of customers.”

Words of the Vice Chairman ol DTE at 2/21/17 Michigan House Energy Committec hearing.

It is difficult to believe that an officer of a major corporation could either be so ignorant or could make
such false statements of his own volition, and to deny the clear and unambiguous privacy risks associated
with smart meters and the granular data they collect.



Kevin Gawronski

From: shadypines567@charter.net

Sent: Monday, February 27, 2017 9:10 AM
To: Kevin Gawronski

Subject: RE: HB 4220 Analog Meter Bill

Dear Mr. Gawronski,
Please note that this e-mail was regarding HB 4220, not HB 4916.
Thank you,

Charles Roehrer

From: shadypines567@charter.net
To: "kgawronski@house.mi.gov"
Cec:

Sent: 26-Feb-2017 22:56:42 +0000
Subject: HB 4916 Analog Meter Bill

Dear Mr. Gawronski,

I just finished watching video recording of the House of Representatives House Energy Policy
Committee hearing on February 21, 2017, discussing HB 4916.

I am writing to ask for your committee to continue to support of HB 4916, also known as the
Analog Choice Bill.

I have a few reasons that I support this bill, and believe you should as well.

1. Property Rights

This really is my most important concern, and I feel should be the government's concern as

well. Under the current situation, it is reported homeowners have no option to NOT receive a
traditional analog meter if they choose. They do not have that option from the utility company,
or the option to obtain power from another provider. The homeowner should have the right to
decide what technology is installed on their private property, and should not have a utility
company (or anyone else for that matter) dictate what they should and should not do in regards to
their home.

I believe that as a supporter of Constitutional rights you can see my concern regarding this
matter.

2. Potential Privacy and Health Concerns

This is a secondary reason to support of this bill -- there have been many studies, presentations,
and testimonies that can be researched that show the report of radioactive harm caused by
advanced meters. There are also privacy concerns, where data collected by smart meters
regarding power usage could be sold to third parties. I feel that privacy is a very fundamental
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and very important right under the law.

I myself am more concerned regarding threat to the property rights of individuals. I am also
concerned about potential health and privacy concerns, but I feel that the government's primary
concern should be it's citizens' individual rights. If citizens want an advanced meter, they should
have the right to have one; but those who do NOT want an advanced meter should have the same
consideration.

Thank you for your representation.
Sincerely,

Charles B. Roehrer

1765 Hummer Lake Road

Ortonville, MI 48462
(248) 736-4303



Kevin Gawronski

From: David Lonier <davidlonier@gmail.com>

Sent: Sunday, February 26, 2017 1:43 PM

To: Kevin Gawronski

Subject: Comment on HB 4220: Do smart meters collect personal data?

Submitted by:

David Lonier

Utility Meter Choice 4 Michigan
1842 Commonwealth

Auburn Hills, Michigan 48326
248-373-9111

Smart Meter Data Analysis Enables Consumer Profiling
with “Alarmingly High Accuracy”

Posted on February 25, 2017 by SkyVision Solutions

hy K.T. Weaver, SkyVision Solutions

£l £l

Pri
. From a recent peer-reviewed industry article [1],

here is what is stated about the issue of privacy and smart meters for the “end user” of electricity:

- 2

[

“Conventional meters were only capable of measuring and displaying the aggregate consumption.
The data was collected manually in intervals defined by utility company for billing. Smart meters
however, are capable of collecting information with higher frequencies, i.e., every 13 min. Initial
AMI deployed projects in Ontario, Canada, sustain readings at intervals of 5 to 60 min. Current
technologies even allow for measurements every minute. By analyzing smart meter’s data, it is
possible to perform ‘consumer profiling’ with an alarmingly high accuracy. Examples range
from how many people live in the house. duration of occupancy, type of appliances, security and
alarming systems, to inferring special conditions such as medical emergencies or fa] new born
haby.

Profiling allows extracting residents * behavior even without utilization of sophisticated algorithms
and computer aided tools. Murrill and colleagues have shown that it is possible to identify the use
of major appliances in a house, by unalyzing only a 15 min inferval cumulative energy
consumption data. Molina-Markham et al. have shown that with the curremt general statistical
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schemes it is possible 1o identify the usage pattern from AMI data even without the detailed
signatures of appliances or previous training.”

Despite the above information on how smart meters invade personal and behavioral privacy and
the scores of articles I have personally written on the subject at this website, here is what the Vice-
Chairman of DTE Energy said about smart meter privacy this past week at a hearing in Michigan

[2]:
“We believe AMI has actually improved the privacy of customers.”

“The information we gather despite what's been reported here today is nothing but conswmption,
the exact same information that we recorded prior to the AMI instaflation, the exact same
information you could gather by standing next to your analog meter and just looking at the meter.

We can't 1ell what type of appliance is running, or what s on or off. or who's home or not home,
nor are we actually interested in that in any way.”

In case the above words are so unbelievable that you think [ may have just made it up, here is a
video excerpt from the hearing in Michigan.

Video of DET Vice Chairman Steve Kurmas’ testimony at Michigan House Energy Committee
hearing, February 21, 2017
It may be viewed by clicking on the heading of this article and scrofling down.

It is difficult to believe that an officer of a major corporation could cither be so ignorant or could
make such false statements of his own volition, ... and to deny the clear and unambiguous
privacy risks associated with smart meters and the granular data they collect.

First of all, the DTE Energy exccutive’s statements are likely literally false based upon the fact
that most smart meters arc capable ol collecting additional cnergy-related data beyond usage in
kWhrs, e.g., reactive power and voltage. You can’t observe those paramelers watching an analog
meter.

The main difference, however, between an analog meter and the smart meter is the frequency of
data collection. No one is standing outside my home recording my meter reading every 15
minutes, and if they were, 1 would have them arrested for trespassing. That is essentially what is
happening with a smart meter, and then the data can be analyzed, either by intuitive observation
or software algorithms to reveal and to profile customer behavior as has been reported by countless
expert reports and peer-reviewed articles.

Just to quickly refute one specific statement of the DTE Energy executive, stating that “we can’t
tell ... who’s home or not home,” please refer to my article from 2014, “Utilities Can Monitor
IHome Occupancy Using Smart Meters.” [3]

Maybe the DTE Energy executive should read the recent book on Big Data: A Revolution That
Will Transform How We Live, Work, and Think [4]:

“[Utitities are rolling owt “smart’ electrical meters in the United Staies and Europe thai collect
data throughout the day, perhaps as frequently as every six seconds — far more than the trickle of
information on overall energy use that traditional meters gathered. Importantly, the way electrical
devices draw power creates a load signature” that is unique to the applience. So a hot-water
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heater is different firom a computer, which differs from marijuana grow-lights. Thus a
household’s energy use discloses private information, be it the residents’ daily behavior, health
conditions or illegal activities.”

Finally, one of the reasons | continue to write about this subject of smart meters was summarized
in the recent legal brief by Naperville Smart Meter Awareness (NSMA) [5]:

“The most likely governmental use of smart-meter data — for law enforcement purposes — may
well subject citizens to loss of liberty for activities within their homes that would otherwise go
undetected. The use of the data in the marketplace. as is likely inevitable, will lead to wmwanted
marketing communications, as well as the collateral harms that will arise when commercially
available data gets into the hands of criminals, fraudsters, and other wrongdoers.”

The DTE Energy executive quoted in this article is an example of the dogma and propaganda that
continues to lead the citizens of this country toward the loss of liberty within their own homes as
described above. In addition, if a utility executive can not present real facts as part of a prepared
testimony, he is just wasting everyone’s time as well as deceiving them.
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Kevin Gawronski

From: Jennifer <mvandam@centurytel.net>
Sent: Sunday, February 26, 2017 9:.57 AM
To: Kevin Gawronski

Subject: House Bill 4220

Members of the House Energy Committee,

I want an analog meter on my home. I want meter choice. I do not want a
utility company deciding what is best for the the health of my family and

children. I do not want a utility company invading my privacy either. T do
not accept being bullied.

My elderly family member was harmed by a digital smart meter that she
didn't know she had. If you call and ask DTE if there are any health
effects they tell you "no". If you ask if they have had complaints, they
tell you "no". How can this me accurate when someone in my own family
complained?!

They say there is no scientific proof of health effects or fires caused by
digital meters. There is. But even if you ignore the proof presented to
you, how can you ignore the stories that are fold over and over by
hundreds of otherwise ordinary individuals. If one of those harmed by
meters was your child or wife or mother, would you then rely on scientific
proof and ignore their health complaints? Could you ignore what you were
seeing with your own eyes? What if the person being harmed was

you? Could you then rely on “no scientific proof" and decide that between
DTE and you, DTE is smarter? Is science smarter than the effects you
are feeling on your own body? It took decades before there was
scientific proof that tobacco causes lung cancer. How many people have
died because they got hooked on cigarettes before there was scientific
proof that they were harmful?

My home is wireless free. My family's health has been violated by
wireless technology. My family members feel ill when they are in the
wireless world for too long. We need a safe place. That safe place is our
home.



Please vote to allow the public to keep and/or re-install analog meters on
their own homes. The government and utility companies shouldn't rule
over the people. This is America.

Thank you for your consideration on this topic.
-Jennifer VanDam



Kevin Gawronski

From: Sharyn Miller <sharyns_aromacafe@yahoo.com>
Sent: Thursday, February 23, 2017 4:.03 PM

To: Kevin Gawronski

Subject: HB4220

Follow Up Flag: Follow up

Flag Status: Completed

This is in response to legislature regarding meter of choice HB4220. Sincel
have had a smartmeter on my home, August 2016, I have had numerous
headaches and muscle tension in my shoulders even upon awakening in the
morning. i shut off the power to my rocom at night but the dirty electricity
that is generated by the smartmeters is microwave radiation. I have to
believe that this is directly related to the smartmeter.

I would like to have meter of choice. My analog meter worked perfectly fine
and there was no pressing issue to have it removed. We were told it was
safe, that it wasn't a fire hazard. We were lied to. We were threatened with
having our electricity shut off.

The World Health Organization has classified digital smartmeters as a Type
2B carcinogen. This should be enough to put a stop to these being
installed. They are being recalled all over the world. DTE should not have a
monopoly on us consumers. Even the technician explained that our bill
would go up because the smartmeter reads electric current even on
appliances that are off. The little current going through to the off light is
recorded as usage. Analog meters did not have the ability to do this. If
every household has an increase of $10 a month, DTE is making a bundle.

Please grant us meter of choice. This is enough.

To your health!

Certified and Pure

doTenra...gift of the Earth
Therapeutic Grade Essential Oils.
Sharyn Miller Wellness Advocate #38384
586-489-9919
sharyns_aromacafe@yahoo.com

www.mydoterra.com/essentiallysharyn
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Helpful websites:_https:/ /www.doterratools.com

https://www.builddoterra.com

https:// www.doterraeveryday.com
SPECIAL OFFER! Schedule a home class with ten guests and receive a free diffuser!
Take control of YOUR health care.

The information contained herein is only my opinion, and based on my personal

experiences. Some information may be cited from medical/academic journals or other
publications. The statements contained in this post have not been evaluated by the Food and
Drug Administration. The information contained here is not intended to diagnose, treat, cure, or
prevent any disease. Suggestions and ideas presented are for informational purposes only and
should not be interpreted as medical advice, meant for diagnosing illness, or for prescriptive
purposes. Please consult with qualified health care professionals to address specific

health concerns, or before starting any cleanse, dief, detoxification program, or any supplement
regimen.



Declaration: Scientists eall for Protection from Radiofrequency Radiation Exposure

{Note: This includes—but is not limited to—radiofrequency radiation-emitting devices, such as cell phones and
cordiess phones and their base stations, Wi-Fi, broadcast antennas, smart meters and baby monitors.]

We are scientists engaged in the study of eleciromagnetic fields (EMF) radiofrequency radiation (RFR) health
and safety. We have serious concerns regarding Health Canada’s Safety Code 6 Guideline.

Canada’s Safety Code 6 Guideline is fundamentally flawed.

Health Canada’s Safety Code 6 is based on an obsolete account and analysis of RFR research and has
disregarded or minimized certain recent studies, such as cancer, DNA damage, protein synthesis, stress
response, and detrimental biological and health effects in humans that occur at RFR intensities below the
existing Code 6 Guideline.

The World Health Organization classified electromagnetic fields at both extremely low frequency (2001) and
radiofrequency (2011) ranges as a “Group 2B, possibly carcinogenic to humans™ and included reviews and
studies reporting low-intensity biological effects.

Canada’s Safety Code 6 Guideline does not protect people.

Currently, RF exposure guidelines in various countries (China, Russia, Italy, Switzerland), based on biological
effects, are 100 times more stringent than the guidelines based on an outdated understanding of RFR that relies
primarily on thermal effects that includes Health Canada’s Safety Code 6. Following a recent review of Safety
Code 6 (Royal Society of Canada Report entitled, “4 Review of Sufety Code 6 (2013).: Health Canada’s Safery
Limits for Exposure 1o Radiofrequency Fields™), Health Canada has decided not to lower the existing guidelines
and arbitrarily to include a maximum exposure that is 1000 times higher than the 6-minute average exposure.
Furthermore, Health Canada does not adhere to the Precautionary Principle used by states when serious risks to
the public or the environment exist but lack scientific consensus.

Declaration

Many Canadians and people worldwide share a growing perception of risk due to the proliferation of RF
sources encountered in daily life and reports of adverse health effects. Since the start of the Wireless Age in the
1990s, health studies show more people reacting adversely to electromagnetic fields and electromagnetic
radiation. Epidemiological studies show links between RF exposure and cancers, neurological disorders,
hormonal changes, symptoms of electrical hypersensitivity (EHS) and more. Laboratory studies show
increased cancers, abnormal sperm, learning and memory deficits, and heart irregularities.

People who suffer from functional impairment due to RF exposure and those who prefer to live, work and raise
their children in a low EMF environment are increasingly unable to find such places. Worker productivity,
even the capacity to make a living, is diminishing. Some people are being forced into an isolated, nomadic
lifestyle, with few resources to sustain them. The medical community in North America is largely unaware of
the biological responses to RF exposure and does not know how to treat those who have become ill. The typical
methods to alleviate symptoms and promote healing are not working due, in part, to ubiquitous exposure.

Our urgent call for public health protection.

The public’s health and the health of the environment are threatened by ever-evolving RF emitting
technologies, without due consideration for what the potential cumulative impacts on biological systems are
likely to be in the future,

We urgently call upon Health Canada. . .
i) tointervene in what we view as an emerging public health crisis;
ii) to establish guidelines based on the best available scientific data including studies on cancer and
DNA damage, stress response, cognitive and neurological disorders, impaired reproduction,



developmental effects, learning and behavioural problems among children and youth, and the broad
range of symptoms classified as EHS; and
iii) To advise Canadians to limit their exposure and especially the exposure of children.

Signed,

Dr. Franz Adlekofer, MD, Pandora Foundation, Germany

Dr. Bahriye Sirav Aral, Gazi University, Faculty of' Medicine, Department of Biophysies, Tuzkey

Dr. Fiorella Belpogpi, Director, Cesare Mahon Cancer Research Center, Romazzim Institute, haly

Prof. Dr. Dominique Belpomme, MD, MPIL Prof, Med. Oncol. Pans Univ. Hospital, Dir., Furopein Cancer & Environment Resenrel It | France
De. Martin Blank, PhD, Columbia University, USA

I'rof, Marie-Claire Commacerts, PhD, Facully of Sciences, Free University ol Brussels, Belgaum

Dr. Ayse G. Canseven, Gazi University, Medical Fuculty, Biophysics Department, Turkey

Dr. David Curpenter, MD, [nsttute for Health and the Environment, University at Albany, USA

Dr. Simona Carrubba, PhD, Daemen College, Women & Children's Hospital ol BuiTale {Neurology), USA

Dr, Devea Davis, PhD, MPH, President, Envirenmental Health Trust, Fellow, Amencan College of Epidemiology. USA

Dr. Adilzn C. Dode, PhD, MSc, Prof. EMF Pollution Control, Environ. Eng. Dept, Minas Methodist Univ. Cir. Belo Torizonie, Brazil

IDr. Merie Arda Esmekaya, PhD, Gazi University, Biophysies Department, Turkey

Dy, Arzu Firlarer, MSc, PhD, Senior Rescarcher & Instructor, Occupational Health and Safety Department, Baskent University, Turkey

Dr. Adamantin F. Fragopoulat, MSc, PhD, Posidoc. Research Assoc , Dept. Cell Biology & Biophysics, Biology Faculty. Univ. of Athens, Greece
Dr. Christos Georgiou, Prof. Biochemistry, Biology Department, University of Patras, Greeee

Dr. Livie Giuliani, PhD, Director of Research, Itatian 1ealth National Service, Rome-Florenze-Bozen, italy

Prof. Yury Grigoriev, MD, Chairman, Russian Nationul Committee on Non-lonizing Radition Protection, Russiu

Dr. Settimio Grimaldi, PhD, Associate Scientist, National Rescarch Council, Italy

Dr. Claudio Gomez-Perrettn, MD, PhD, Hospital Universitario la fe Valencia, Spain

Dr. Lennart Hardell, MD, PhD, University Hospital, Orebro, Sweden

Dr. Magda Havas, 14D, Enviconmental and Resource Studies, Centre for 1lealth Studies, Trent University, Canada

Dr, Paul Héroux, PhD, Birector, Gecupational Health Program, MeGill University Medical, Invitrollus Labs , Royal Victoria Hospital, Canada
Idr. Donald Hillman, PhD, Professor Emeritus, Depanment of Animal Science, Micligan State University, USA

Dr. Martha R Herbert, PhD, MD. Harvard Medical School, Massachusens General Hospital, USA

Dr. Tsuyoshi Elondou, Tohoku University, Japan

Dr. Olle Jahansson, Associate Professor, The Expersmenta) Dermatology Uni, Dept. of Neuroscience, Karolinska Institute, Sweden

Dr. Flortan M, Koenig. DrSe, Director of I Rinug nterprises GmblLL Sferies & Meteorosensiivity Research Inst, Germering, Germany
Br. Knvindrs Kumar Kesari, MBA, PhD; Res Ser, Dept. Environmental Sciences, Univ: Lastern Finland, Finland Jnpur Nat, Univ | India
I'rof. Girish Kumar, T Bombay - microwaves and amennas, Indin

Dr. Henry Lai, PhD, University of Washington, USA

Dr. Dariusz Leszezynski, PhD, DSc. Edor-tn-Chief: Frontiers in Raditon and 1ealth, Switzerhand, Prof, Univ. of Tlelsimki, Finland

Pr. Ying Li. PhD, InVitroPlus Laboratory, Depantiment ol Surgery, Royal Victonia Hospital McGilt University Medicine, Canada

Prof. Dy, Wolfpang Lischer, Head, Dept, Pharmacology & Toxicology, Univ. Veteninary Medieme; Center for Nearoseience, Hannover, Germany
Dr, Lukas 1. Margaritis, PhD, Prol” Emeritus, Department of Cell Biology and Biophysics, Biology Faculty, University of Athens, Greeee
D, Marko Markov, PhD, Rescarch Intemational Butfalo, USA

Dr. Samuel Milham, MD, MPH, USA

Dr. Anthony Miller. MD, University of Toronto, Canada

Br. Hidetale Miyata, PhD, Associate Professor, Department of Physics, Faculty of Science, Tohoku University, Japan

L. Lloyd Maorgan, Senior Research Fellow, Environmental Health Trust, USA

e, Joel M, Moskowitz, PhD, School of Public [lealth, University of Calilfornia, Berkeley, USA

Dr. Raymond Richard Neutra, MD. PhD, USA

Dr. Gerd Oberfeld, MD, Speaker Environmental Medicine, Austrian Medical Association, Public Health, Salzburg Government, Ausina

Dr. Klaus-Peter Ossenkopp, PhD, Department of Psychology (Neuroscience), University of Western Ontario, Canada

Dr. Elein Ozgur, PhD, Biophysics Department, Gazi Umiversity Facully of Medicine, Turkey

Dr, Martin Pall, PhD, Prolessor Ementus, Biochemastry and Basie Medical Sciences, Washington State University, USA

Dr. Michael A, Persinger, Professor, Behavioural Neuroscienee, Bromolecular Seiences & Human Studics, Laurentian University, Canada
Dr. Jerry L. Phillips, PhD, Cenier Tor Excellence in Science, Prof, Dept. Chem, & Brochem , University of Colorado, Colorada Springs, USA
Dr Timur Saliev. MD, PhD, Life Sciences, Nazarbayev Univ , Kazakhstan, Institute Medical Science/Technology, University of Dundee, UK
Dr. Alvare Augusio de Salles, PhD, Prolessor, Federal University of Rio Grande do Sul, Porto Alegre, Brazil

I'rof. Dr. Nesrin Seyhan, Medical Faculty, Gazi University, Founding Chair, Biophysies Dept, WHO EMF Advisory Committee, Turkey
Br. Wenjun Sun, PhD, Professor, Bioclectromagnetics Key Laboratory, Zhejiang Umiversity School of Medicing, Elangzhou, China

Br. Lebreeht von Klitzing. PhD, Head of Inst, Environ Physics, Former Head, Chinical Research, Medical Umiv. Luebeck, Germany

Dr. Stelios A, Zinelis, MD, Hellenie Cancer Society, Greeee

Date of Issuance: July 9, 2014



Kevin Gawronski

From: Carole Gorecki <caroleg1776@yahoo.com>

Sent: Wednesday, February 22, 2017 6:37 PM
To: Kevin Gawronski

Subject: House Bill 4220

Follow Up Flag: Follow up

Flag Status: Flagged

In response to the February 21st Committee Meeting, |
want to say that | think the Bill is basically sound. | would
like to see included that anyone who had the Smart Meter
installed under protest or has health subsequently, can
have an analog meter replaced by DTE at no extra
charge. Analog meters are still being made, because there
is @ market in the 15 states and Canada which allow them.

Older customers were frightened and bullied about losing
their power if they insisted on keeping their analog meter,
and they couldn't afford the opt out charges. These are
two reasons that so many Smart Meters were installed.

Canada has removed thousands of Smart Meters,
because of fires and other hazards.

In regard to the safety of the Smart Meters: they are
subject to arcing and are not UL certified. This is another
reason | don't want it on my house.

| strongly believe that all citizens should have the right to
choose what is attached to their house, and not be
dictated to by a monopoly utility. | believe that smart
meters are not safe, also because of the high amount of
radiation that is omitted for 24 hours daily. In addition, dirty
electricity is given off from turned off smart meters. Both
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are health hazards. | don't want either. | do not use a
microwave, and rarely a cell phone. | have a heart issue
and a compromised immune system, and | do not want
more problems.

Many people with the smart meters have complained
about doubled bills. DTE has promised to reduce our bills,
but they are not doing what they promised. | can't afford to
pay more.

| am also concerned about privacy issues and the ability of
having information hacked or sold to commercial

agencies.

Thank you for the great job you are doing.

Sincerely,

Carole Gorecki



Smart Meter Dangers and Illegality

Smart meters are spying on you and represent the greatest violation of personal privacy to date. As if the
sickening amount of radiation wasn't enough - these devices record every activity performed in the privacy
of your home and get transmitted (wirelessly) to corporate giants - like your local power company.

hitp://www.naturalnews.com/044376 smart_meters_radiation cancer.htmi#ixzz2x9zskkmY

Buy the old style (NON-digital) analog meter online
hitp://fwww stetzerizer-us.com/?a_aid=88888 and
hitp://www stetzerizer-us.com/Analog-Electric-Meter-- Watthour-Meter--Analog-Only-Electric-Utility-

Meter_p_51.html

EMF Doctors
support@emfdoctors.com {480} 255-3973 http://www. emfdoctors.corn/

There are many "stop smart meter” groups on facebook, one in almost ever city and state
worldwide. Here are some such groups that posted about Ann Arbor smart meters in the news:

htips://www.facebook.com/search/top/?a=stop%20smart%20meters%20ann%20arbor

Smart Meter Education Network
http://smartmetereducationnetwork.com/

Protect Yourself From Digital Utility Meters
https://www.youtube . com/watch?v=8WeDtQ7sXHU

Dr. Darren Schmidt, D.C. explains How Smart Meters Affect Your Body
https:/fwww. youtube.com/watch?v=z2Mi00xY8el

Dr. David O. Carpenter, MD and Public Health Physician Warns of Smart Meter Dangers
and He Stresses the Need for Analog Option

https /iwww youtube comiwatch?v=n7L21X0C2wA&{=495
Utility sale whistleblower speaks

hitps:/www.voutube.com/watch?v=0Q-GfeLlvliU& feature—plaver embedded#!

"The EPA owns ENERGY STAR brand which is mandated by for consumer use by governments
in the USA, Japan, Australia, New Zealand, Canada, Switzerland, and the European Union.
Interestingly, the brand is not mandated in China, where the bulk of ENERGY STAR's products
are produced. EPA claims its *certified” brand of energy efficiency saves $23 billion annually for
its global partners, yet cannot even convince its communist cronies to use their own culting-edge
products. It's almost like the commies know that EPA’s claims are complete BSI™
http:/fwww.thelibertybeacon.comitime-to-do-away-with-energy-star-the-epas-brand-of-fake-
energy-efficiency/

Separating Industrv Fiction from Facts

lutp:/stopsmartmeters.orgpace/60.

smart meter fires

hitps:'www.poople.com/search?site=&tbm=isch&source ~hp&biw=1280& bih=393 & g=smart+metertfires
&ogrsmart+meter+fires&es =ime.3..0i0i30k1i0i24k114,1578.5206.0.5399.17.14.0.3.3.0.82.735.13.13.0....

O..lac.1.64.ime..1.16.740...0i8i30k1.h3 AvToHfBw

Why is my Smart Meter Blinking?
https:/'www voutube.com/watch?v=wTrOxk4 AfVE




EMF RF microwave radiation test results from our WiFi and smart meter
httos.//iwww, youtube com/watch?v=MQ t39kAdi8

This might work for some people but is only a limited and temporary solution to the
problem: EMF Radiation Blocked! Smart Meter EMF Radiation Protection

hitps:/iwww.youtube.com/watch?v=cmSSpVEZHzq

So Dangerous, that even Lloyds of London will no longer insure for any wireless injuries (as of Feb.
2015), as the risks are too great.

https:/'www.youtube.com/watch?v=dF-diNIb530c

Neurophysiologic Effects of Radiofrequency and Microwave Radiation
htip:/'www.nebi.nlm.nih.gov/pme/articles/PMC [ 807758/ ool=pubimed

Dr. Magda Havas Shows Pictures of Live Blood Cells Before and After Exposure to Wireless
Radiation Levels that are Heralded as “'Safe"” by the Wircless Industry

http:www.voutube. com/watch?v=87B7Th9Rgb0& {eature=relmfiu

Truth About Cell Phones: What the Industry Did to Hide It, and How to Protect Your Family
htp://www.electricsense.com/d494 the-truth-about-cell-phone-radiation-what-the-industry-has-done-lo-
hide-it-and-how-to-protecl-your-family/

More Than 50 International Experts Rebuttal the Claim That Smart Meters are Safe
hitp://maisonsaine.ca/smart-meters-correcting-the-gross-misinformation/

Former Utility Dept. Engineer with 5 college degrees in Technology and Extensive Experience in
Wireless / Microwave Technology Tells the Truth about Smart Meters

htip:www. youtube.com/watch?v=FLe¢CTaSG2-U

Neurosurgeon Shows How Low Levels of Radiation Such As Wi-Fi, Smart Meters, and Cell Phones
Cause The Blood Brain Barrier To Lesk (which invites toxins into the brain which would otherwise
not be granted admittance) When your blood brain barrier leaks, it invites toxins from your
cnvironment to penetrate the precious protective blood brain barrier (toxins such as bacteria, virus,
fungus, mold, dirty electricity, ionized radiation, ete).

hitp://www sott.net/articles/show/251394-Neurosurgeon-Shows-How-Low-1evels-of-Radiation-Such-As-
Wi-Fi-Smart-Meters-And-Cell-Phones-Cause-The-Blood-Brain-Barrier-To-1 cak

The "opt-out” option of a smart meter will #of protect your health! Learn about the dirty
glectricity that both smart meters and digital meters generate.

htip://smartmetereducationnetwork. com/

You MIGHT NOT FEEL the electromagnetic radiation from an advanced {smart) meter, but
it can still affect your health. At least three percent of the population is immediately affected by
smart meters, experiencing tinnitus, insomnia, heart palpitations, harmonal disorders, and a host
of other problems. Our children, the elderly, and the chronically ill...
hup:‘www.smartmetereducationnework.com:smast-imeter-health-effects.htnl

Professor Olle Johansson

hitp://bevolution.ore/Wake®a2 0ups20cal @2 0for?e20Scandinavia.pdf

Legal, Constitutional, and Human Rights Violations of Smart Grid Meters
http://www _electricsense.com/8034/smart-meter-legal-constitutional-human-rights-violations-

smart-grid/
and




//stopsmarterid.org/wp-content/uploads/2013/10/Legal-Constitutional-and-Human-
Rights-Violations-of-Smart-Grid-and-Smart-Meters.pdf

STOP SMART METERS: Dr Andrew Goldsworthy — The Biological Effects of Weak
Electromagnetic Fields
Ittp: /stopsmartmeters.ors.uk/dr-andrew-goldsworthv-the-biological-effects-of-weak-electromagnetic-

The EPA ceased studying health effects of RF radiation when Senate Appropriations Committee cut the
EPA’s funding and forbade it from further research it. Thereafier, RF limits were codified as mere
“guidelines” based on the EPA’s tentative findings and are to this day administered by the FCC as such.

hup: "www, elobalresearch.ca/looming-health-crisis-wireless-technology-and-the-toxification-of-
america/3 18i6

DNA is clearly damaged by current "safety’ levels of cell phone radiation, wireless routers, and
cordless cell phones, smart meters (etc) as shown by Dr. Henry Lai, PhD, world expert on radiation:
htip:/'wwyw.radiationresearch.org/newswire mobile-phone-news?id= 187
and

hitp:/'www.voutube.com/waich?v=JIrBjQJhilfzk& feature=plaver_embedded

Dr. Darren Schmidt: How Smart Meters Affect Blood {part 2 of 3)
htips.//www youtube.com/watch?v=HIBCpPPsJ-8

Live Blood Analysis - Observable Effects of RF/MW Radiation via Smart Meters
hitps:/iwww. youtube com/watch?v=y4JDEspdx58

Face to Face with Dr. Magda Havas: The Dangers of Wireless Technology
httos:/iwww. youtube.cormi/watch ?v=dBkb1\Wbuzvl

Dr. Dietrich Klinghardt - Smart Meters & EMR - The Health Crisis Of Our Time
https:/fwww.youtube com/watch ?v=PktaaxPI7RI

No Privacy with Smart Meters | Big Brother Watch
https://iwww. youtube. cormiwatch?v=8aqrl 1 KSMr5M

Moms Against Smart Meters
https://iwholenewmom.com/health-concerns/smart-meters-emf-smart-meter-fires-smart-meter-

dangers/

"Two children have dropped dead in Simcoe County Schools since Wi-Fi was installed..."
-- Rodney Palmer

hitps:/iwww facebook.comfphoto.php?fbid=10152080325736078&set=
83711077

"In Simcoe County Schools, the rate of taccachardia is 46 times higher since they installed Wi-Fi
according to further evidence (p.3) provided to the Standing Committee an Health and twe MORE
kids suffered cardiac arrest (in addition to the 2 who dropped dead of cardiac arrest) in Simcoe
County schools in the last year. Onc was revived by a teacher using CPR; another was revived by an
attending police officer with a defibrillator. Now each of the 14 schools in Simcoe County has its own
defibrillator, as though teenage cardiac arrest is the new norm. Outside of Simeoe County, it's
actually less than one in a million. (p.3)”

http://apps.fce.qov/ecis/document/view?id=7520942493

2.151533366077.124489.6

"A smart meter creates wave forms which change the calcium channels in your body, causing minerals
(such as calcium) to be dumped rapidly into your cells in overdrive fashion, jamming intemal celiular



pathways and turning on genes that are preemplive io cancer. This leaves your cells screaming, "what do |
do next?" and can cause cardiac arrhythmia and heart attack. But even before acute disease surfaces,
this process leads to the demineralization of cells. The number one protection against radiation is "adequate
intracellular minerals." When your cells dump chromium, you can become diabetic quickly, an even greater
danger for some one who is already diabetic. The dumping of other certain minerals leads to the inability to
reproduce cells, causing fewer stem cells and the deterioration of cell and tissue integrity, accelerated
aging, mental agitation, sleep disturbances, etc.

The legal number of watts that you can legally transmit without a license is .01 watt. But just ONE smart
meter on your home, for measuring electricity, can transmit THREE (3) watts. Now multiply that times 3
meters {one for electricity, one for gas, one for water) and that equals NINE (9) watts that can be
transmitted to and from and into your house !!!! Again, the LEGAL amount you can transmit without a
license is only .01 watt. Your utility department is transmitting up to NINE or more watts to, from, and into
a single home and building. If you live near homes or buildings with smart meters, you can logarithmically
multiply that number. For example, if you live near the smart meters clustered together on an apartment
building where thete are 10 to 20 meters lined up next to each other, you could be getting bursts of more
than 300 to 900 watts. Please compare that number to the legal ".01" watt.

The smart meters are always "ON" day and night, 24/7 and are extremely dangerous the closer you pet to
them, and especially while you are laying down or sitting down, ungrounded. Their radioactive signal
reaches up to 20 miles. These bursts are generated far more than the "twice per day” advertised by utility
companies and the radiation goes right into your heme and into every cell in your body." The smart meter
is not just a radio transmitter, it is being transmitted right into the wiring of your house.”

http.//smartmeterharm.orq/2014/07/01/martin-pall-voilage-gated-calcium-channels/

The American Academy of Environmental Medicine (AAEM) Calls for Immediate Caution
re: Smart Meter Installation

hitps://www aaemonling.org/pdfipressadvisoryemf. pdf

Internat'l Brotherhood of Electrical Workers Union: we oppose smart meter expansion
hitpyAwww kliv.comdstory: 22229806/ unions-oppose-migws-smart-meter-cxpansion

Smart Meters Kill
hitps:‘www.youtube.convresults?search_guerv=smartmeterskill
Scientists and Physicians speak out against smart meters
htip:/hibele.ore/about/objectives

INTERNATIONAL INSTITUTE FOR BUILDING-BIOLOGY® & ECOLOGY |
Scientists and Physicians speak out against smart meters {click on item #10)

hup://hbelc.ory and http://hbelc. org/fags-616667start=10

Top public health official report: Smart Meters DO pose a health risk! www.cim{safetvnetwork.org

Dr. Nita Chaudhuri: hitp://www.voutube com/watch?v=6GVvhFs cGk

Attorney Jimmy Gonzalez Warns Congress of Cell Phone Radiation-Induced Cancers
https://www. voutube com/watch?v=DHOV IdOIAB&1

and

"The Brain Tumor That Killed Vice President Biden's Son Has Been Linked to Cell Phone"
htips:fwww publichealthwalchdoe .com/the-brain-lumor-that-killed-the-vice-presidents-son-has-been-
linked-to-cell-phone-radiation/

World Health Organization Admits Cell Phones Do Cause Cancer, and Dr. Joel Moskowitz
https:www.voutube.com/watch?v=AuY Xkdv¥YSje




My name is Jaime Chimner from Cheboygan, Michigan near the Mackinaw Bridge. I am
Permanently Disabled.

From 2009 to August 2015 I had a (supposedly non transmitting) digital opt cut meter on my
house and I was unaware of it. On August 2015 my husband Joe cut the main breaker on the
house. Why? You may ask. My health, and his, had deteriorated soon after moving into his
home in 2009. I went from a cane to a walker to a wheelchair and homebound by 2015, I was
paralyzed from the waist down most days and in such severe sharp pain through out my body
continuously at its worse from 2013 to August 20, 2015. I wanted to die. That next morning
after he shut off the breaker [ could walk! My pain level was greatly reduced and I was
laughing! My husband,and friend and Doctors were in shock.

4 of my Doctors wrote letters stating I needed an analog meter on my house for my health or I
could die. On August 20, 2015 Joe immediately ordered an Analog meter and he put it on the
house Aungust 26, 2015. I could finally live in my house without a headache, buzzing in my head
and body, muscle spasms, jerk movements, blindness, anxious. I have muscle damage
throughout my body now and I am Electricalmagnetic Hypersensitive now as well as other
sensitivities. That digital meter intensified what medical issues I may have had and added
others. No one will help us!

Consumers Energy wouldn’t work with us. They cut our power on Sept. 11, 2015 because I
refused the digital meter back on my house. Mr. Dennis McKee from Consumers Energy cut
our power at 2 pm sept. 11, 2015. We are going through our second winter without electric and 1
am permanently disabled. So we could survive we had to take out a loan to get natural gas
radiating heaters, batteries so we could recharge for LED strip lighting, a generator we didn’t
have and the gas for it, how were we going to keep our chickens and ducks warm in the winter..
We couldn’t afford that. 1 have medical devices that need electricity to work. My health has
improved 10 fold since that digital meter was taken off our home but I was left with worsened
asthma, the need for my breathing machine, my special air cleaners and other machines I need.
But we still have no electricity and Consumers has decided we don’t exist,,,,unless I take a
digital meter on my house.

That digital meter was from 2006, the first year they put in the switch mode power supply. That
is the main problem with the smart meters and digital meters. The analog meter has surge
arrresters and digital meters don’t and the smart meters aren’t UL approved or ANY independent
approval. It is harmful to your helath, I AM THE EVIDENCE as are many more people here.
But no one will help us.

Part of the solution is to hardwire computers, hardwire your phone, DTE opted us out of the new
gas meter and we didn’t even have to ask, ATT hardwired our phone no problem, the local water
company opted us out of the smart water meter, they didn’t want to subject us to that also. Now
where is the problem with Consumers?? As so many people tell us-they can’t believe we still
don’t have electricity and what was Consumers problem? 1 ask myself that daily.

We DESPERATELY need METER CHOICE in order for any chance of electricity with a
mechanical analog meter. Please support this bill.

I am so grateful to have most of my life back but we feel punished. Joe wanted to find the reason
for my decline and he was afraid I couldn’t hold on any longer. It seems a man gets punished
for saving his wife’s life.

Please help us.

Respectfully

&/30/0\2):7






Before the Michigan House Energy Committee
Hearing on HB 4220 - Meter Choice Bill

December 21, 2017

Exhibit to accompany testimony of
David Sheildon*

Testifying For the Bill

Local Governments that have Passed Resolutions
Asking for a Halt to Forced Deployment of Smart Meters

Oak Park

Shelby Township

City of Warren

City of Southfield

City of Rochester

City of Rochester Hills
Brighton Township
Sterling Heights
Grosse Point Shores
Royal Oak Township
Harrison Township
Grosse Pointe Woods
Almont

Dearborn Heights
City of Livonia
Macomb County (twice)
Van Buren Twp
Ypsilanti Twp

City of Brighton
Oakland County (twice)
City of Troy

City of Vassar
Farmington Hills
Allegan County
Village of Reese

City of Caro

Village of Fairgrove
Vassar Twp

City of Romulus
Clinton County
Gratiot County

City of Allen Park
City of Taylor

City of Lincoln Park
West Bloomfield Twp
Grosse Pointe Farms
City of Marysville
Village of Columiavilie
Lapeer County
Brown City

Marathon Twp



e
J‘!'I

-
iy

N "
1
L]
- ) : I.'I '. [
“ B - " i ve: i |
a = W
-] L El=
| (] -
N nl :
: *h ]
i
T
_— - 1 I:I
| LaTs
: N 1"
s
. " .
{
-
| -y E i
. . l N |.'
(' 34
I|i |'_ [l -
Ilks; Vyy=
|-'i
L "
e L
. wzd
e _"'". -
.
/ o iy




